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During the past five years the AICPA and CICA introduced Principles and Criteria to address 
concerns in the market place for assurance around systems reliability and e-commerce 
activities. These were specifically applicable to two AICPA/CICA assurance services -- SysTrust 
and WebTrust. Although these two initial Principles and Criteria frameworks were very similar, 
there were a number of differences relating to structure and style. As well, in some cases, the 
two sets of Principles and Criteria were targeted to the same basic business concerns (for 
example, both services provided assurance around security and availability). 
 
The Assurance Services Executive Committee (AICPA) and the Assurance Service 
Development Board (CICA) have developed a framework for the development of new services. 
This framework recognizes that there is a need and an opportunity to build a broad range of 
professional services in diverse areas. Consequently, this Exposure Draft provides for services 
such as agreed-upon procedures as well as examinations. 
 
After assessing the objectives of SysTrust and WebTrust, the AICPA and CICA decided that the 
next step in the evolution was to harmonize the underlying Principles and Criteria where 
commonalities existed and to conform the presentation and wording of the material. To facilitate 
this change, the separate SysTrust and WebTrust Task Forces were merged to form the Trust 
Services Task Force. Its first objective was to harmonize the Principles and Criteria and to 
conform the wording and structure. It was not the goal or intent to change the SysTrust or 
WebTrust services, or to introduce additional branded services as part of this first task. The 
Principles and Criteria in this Exposure Draft are the result of this effort. 
 
Due to its unique nature and specific requirements, the Principles and Criteria for WebTrust for 
Certification Authorities continues as a stand-alone program and is not included as part of this 
harmonization. 
 
What are the Significant Changes? 
The WebTrust and SysTrust products/services remain unchanged as examination level (audit) 
assurance services. WebTrust continues to enable assurance on electronic commerce systems. 
SysTrust continues to enable assurance on any system. As noted above, agreed-upon 
procedure engagements can be performed using the Trust Services Principles and Criteria that 
would not result in the issuance of a WebTrust/Systrust seal/logo. 
 
The Task Force believes that there has been no substantive change in the scope of work 
necessary to perform WebTrust or SysTrust engagements. There has been a significant 
change, however, in the structure, order and wording of the prior Principles and Criteria to 
achieve the harmonization required.  
 
The following highlights the key changes made as a result of the harmonization of the Principles 
and Criteria that underscored SysTrust and WebTrust. 
 
Common Set of Principles and Criteria 
 
The SysTrust and WebTrust Principles and Criteria have been harmonized to create a common 
set of Principles and Criteria, now labeled as the Trust Services Principles and Criteria. No 
principles have been added. In fact, the criteria for the Principle of Maintainability that existed in 
the SysTrust Principles have been subsumed under the other principles in the appropriate 
sections. Therefore, the proposed harmonized set of Principles consists of Security, Availability, 
Processing Integrity, Online Privacy and Confidentiality. 





Separation of the Measurement Criteria from the Specific Services 
The Principles and Criteria have been separated from the specific products and services (i.e., 
SysTrust and WebTrust). Previously they were embedded in the respective service. This 
separation creates the opportunity to develop additional branded products and services based 
on the measurement criteria. The Trust Services Principles and Criteria are considered suitable 
criteria as defined by professional literature.  
 
Minimum Initial Reporting Period 
Previously, under the Systrust program, there was no defined initial reporting period. In 
WebTrust 3.0, a minimum reporting period of two months was recommended. This two month 
minimum requirement is now applicable to Systrust engagements.  
 
Controls Reporting Illustrated 
Under the WebTrust 3.0 model, the practitioner’s report covered management’s assertion that 
an entity disclosed its practices for electronic commerce transactions, complied with such 
practices, and maintained effective controls. Under SysTrust 2.0, the practitioner’s report 
covered management’s assertion that they maintained effective controls. While the examples 
provided in this exposure draft illustrate the use of reporting on controls only, the Task Force 
continues to consider the appropriateness of both models.  
 
No Cumulative Reporting 
Under WebTrust 3.0, cumulative reporting was an option. Under the new reporting guidelines, it 
is no longer available. Additional conforming changes have been made to reflect that the 
services offered are based on a common set of Principles and Criteria.  
 
Consistent Seal Process for Trust Services 
WebTrust 3.0 was designed to incorporate a seal management process whereby the WebTrust 
seal could be used as an electronic representation of the practitioner’s unqualified WebTrust 
report. In contrast, SysTrust did not incorporate the concept of a seal. The SysTrust logo was 
primarily meant to be used as a symbol for marketing purposes. Under the revised services, the 
WebTrust service continues to include a seal management process. Now, however, the 
SysTrust logo may also be used as an equivalent to a seal when the report is presented 
electronically, provided the issuance of the SysTrust logo as a seal follows the same procedures 
required to issue a WebTrust seal. 
 
Seal management procedures will be provided in the Trust Services publication to be released 
after this exposure period. 
 
Periodic Examinations 
The existing WebTrust service requires updates at least every six months-- more frequently if 
needed based on changes to the e-commerce system. The existing SysTrust service does not 
have an update requirement. Under the new Trust Services framework, if a report is 
represented by a seal/logo, updates will be required at least every 12 months-- more frequently 
if circumstances warrant it, regardless of the service. This change reflects the maturity/stability 
in e-commerce systems and establishes a common standard for the seal/logo. 
 
Licensing 
There were separate licensing agreements for SysTrust and WebTrust required with 
significantly varying requirements. The licensing of the WebTrust Services and SysTrust 
Services is currently being revised.  
 






The Assurance Services Executive Committee / Assurance Service Development Board 
concluded, based on recommendations from a working group from the SysTrust and WebTrust 
Task Forces, that: 
 
 There is no conceptual difference in the respective SysTrust and WebTrust Principles and 
Criteria taken as a whole. 
 While WebTrust was the first service developed, it is, in effect, a specific application of the 
SysTrust framework. 
 There is marketplace confusion among key stakeholders as to the differences between the 
two services. 
 There is a need to build a framework of principles and criteria that would be more flexible in 
meeting the needs of stakeholders in the area of e-commerce and information systems. 
For these reasons, the separate SysTrust and WebTrust Task Forces were combined into the 
Trust Services Task Force. Its first objective was to develop the harmonized Trust Services 




The revised Principles and Criteria included in this Exposure Draft may be used for any new 
Trust Services report (including SysTrust or WebTrust reports) issued after the date of this 
Exposure Draft (July 1, 2002). In any event, the revised Principles and Criteria should be used 
for any new report issued covering a period beginning after the date of the approved revised 
Principles and Criteria (anticipated to be September 1, 2002). 
 
Update/Continuing Engagements 
WebTrust – Practitioners may use either the existing WebTrust Principles and Criteria (Version 
3.0) or the revised Trust Services Principles and Criteria for updated reports issued during the 
exposure period. All engagements commencing after the date of the approved revised 
Principles and Criteria (anticipated to be September 1, 2002) should use the updated Principles 
and Criteria as the basis for providing a report and a WebTrust seal. 
 
If a WebTrust seal expires during the exposure period, the practitioner and the client have two 
options for the update engagement. If they use the existing WebTrust Principles and Criteria, 
the update examination will cover six months and an additional update (using the new Trust 
Services Principles and Criteria) will be required in six months. If they elect to use the new Trust 
Services Principles and Criteria, the update examination would cover the period of up to six 
months since the last report and must be refreshed no later than 12 months after that. 
 









The Trust Services Task Force would appreciate any comments you may have on the material 
that is presented in this document. We are particularly interested in comments you might have 
on the following matters. 
Principles and Criteria 
1. The changes in the structure and content of the Principles and Criteria. Is there any 
important criterion that is missing? 
2. The changes proposed in the sample auditor’s reports. 
3. The changes to the seal requirements. 
4. Do you have any suggestions for other changes? 
 




Trust Services Principles and Criteria  
 
The following principles have been developed by the AICPA/CICA for use by practitioners in the 
delivery of Trust Services engagements such as WebTrust and SysTrust. In the course of a 
completing a Trust Services engagement, the practitioner uses the identified Criteria as the 







The system1 is protected against unauthorized access 






The system is available for operation and use in 











Private information2 obtained as a result of electronic 
commerce is collected, used, disclosed and retained in 





Information designated as confidential is protected in 




The Criteria associated with each of the Trust Services Principles are organized using a 




                                                
1  A “system” consists of 5 key components organized to achieve a specified objective. The 5 
components are categorized as follows: infrastructure (facilities, equipment, and networks), software 
(systems, applications, and utilities), people (developers, operators, users, and managers), procedures 
(automated and manual), and data (transaction streams, files, databases, and tables). 
2  The term “private information” includes personally identifiable information and other sensitive 
information for which the entity has legal or other privacy obligations and commitments.  
 
3  These criteria meet the definition of “criteria established by a recognized body” described in the 
third General Standard for attestation engagements in the United States (AICPA, Professional Standards, 
vol. 1, AT sec. 100.14) and in the standards for assurance engagements in Canada (CICA Handbook, 
paragraph 5025.41). 
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The entity has defined and documented its policies4 











The entity utilizes procedures to achieve its objectives in 





The entity monitors the system and takes action to 
maintain compliance with its defined policies. 
 
 
The Criteria are numbered sequentially within each framework category and are organized in 
the following basic structure common to all Principles: 
 
Policies Criteria: 
• Three criteria common to all Principles, as they relate specifically to that Principle: 
o policy creation and approval 
o policy requirements – the policies common to all Principles plus incremental 
policies specific to that Principle 
o assignment of responsibility for the policies and changes/updates to them 
 
Communications Criteria: 
• Five criteria common to all Principles as they relate specifically to that Principle 
including where appropriate, incremental criteria elements specific to the particular 
principle: 
o communication of system description 
o Because of the nature of the Online Privacy Principle, or the systems to 
which it may be applied, additional communications criteria include: 
• Additional required minimum disclosures 
• communication of policies to authorized users 
• communication of policies to people responsible for implementing 
them 
• how to obtain support and/or inform the entity of issues and breaches 
• communication of changes to impacted users 
• Because of the nature of particular Principle, or the systems to which they may be 
applied, additional communications criteria include: 
                                                
 
4  The term 'policies' refers to written statements that communicate management's intent, 
objectives, requirements, responsibilities and/or standards for a particular subject. Such communications 
may be explicitly designated as policies while others may be implicit (such as, communications with users 
not otherwise documented as policies, written procedures, etc.). Policies may take many forms but should 
be in writing. 
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Trust Services Principles and Criteria (continued) 
o Online Privacy - this Principle includes additional required minimum 
disclosures 
 
Inherent in the “Communications” category of criteria is that users, both internal and 
external, know the key policies, the entity’s commitments, and their responsibilities 
relative to the subject principle. In many environments, these policies, commitments and 
responsibilities are negotiated and agreed to through contracts, service level 
agreements, and other documents. In certain electronic commerce environments, 
however, the terms and conditions, including the rights, responsibilities and 
commitments of both parties, are implicit in the user’s completion of a transaction on the 
Web site. To meet the underlying intent of the “Communications” category of the criteria 
in such circumstances, the policies and processes required by each of the 
“Communications” criteria should be disclosed on the entity’s Web site. Examples of 




• Required procedures unique to the Principle 
• Seven security related criteria that would impact the ability of the system to achieve 
the objectives of the particular Principle: 
o logical access restrictions of authorized users 
o physical access restrictions 
o protection against unauthorized logical access 
o protection against viruses and unauthorized software 
o use of encryption to protect transmission of authentication and verification 
information 
o identification of breaches and response actions 
o correction of non-compliance 
• Two criteria related to the system components used to achieve the objectives of the 
particular Principle: 
o implementation and management of infrastructure and software consistent 
with its policies 
o qualifications of people 
• Three Maintainability related criteria that would impact the ability of the system to 
achieve the objectives of the particular Principle: 
o configuration maintenance 
o authorization/testing of changes 
o authorization of emergency changes 
• In the case of the Processing Integrity Principle – three Availability related criteria 
that would impact the ability of the system to achieve the Processing Integrity 
objectives: 
o protection from operational and environmental risks and disasters 
o restoration and recovery procedures 
o completeness, accuracy and timeliness of backup procedures 
 
Monitoring 
• Three criteria common to each Principle as they relate specifically to that Principle: 
o performance monitoring 
o identify and address potential impairments 
o monitoring technological/environmental changes 
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Trust Services Principles and Criteria (continued) 
 
The Criteria have been specifically designed to facilitate engagements related to a single 
Principle, or combinations of Principles to meet the client’s particular needs. Where an 
engagement involves more than one Principle, there may be significant areas of overlap in the 
Criteria. In such circumstances the practitioner must be satisfied that the criteria have been 




In the context of the Trust Services Principles and Criteria, the term 'policies' is used to refer to 
written statements that communicate management's intent, objectives, requirements, 
responsibilities and/or standards for a particular subject. Such communications may be explicitly 
designated as policies while others may be implicit (such as, communications with users not 
otherwise documented as policies, written procedures, etc.). Policies may take many forms but 
should be in writing. 
 
Consistency with applicable laws and regulations, defined commitments, service level 
agreements and other contracts 
Reference is made within several of the Principles and Criteria to “consistency with applicable 
laws and regulations, defined commitments, service level agreements and other contracts”. 
Under normal circumstances, it would be beyond the scope of the engagement for the 
practitioner to undertake to identify all relevant “applicable laws and regulations, defined 
commitments, service level agreements and other contracts”. Furthermore, Trust Services 
engagements do not require the practitioner to provide assurance regarding an entity’s 
compliance with applicable laws and regulations, defined commitments, service level 
agreements and other contracts, but rather on the effectiveness of the entity’s controls over 
monitoring compliance with them. Reference should be made to other professional standards 
related to providing assurance over compliance with laws, regulations and agreements. 
 
What Is a System? 
A system consists of five key components organized to achieve a specified objective. Business 
systems, including electronic commerce systems, typically are organized to transform data 
inputs into outputs using the following five components: 
 
1. Infrastructure – The physical and hardware components of a system, including 
facilities, mainframes, servers, networks and related components 
2. Software – The programs and operating software of a system, including operating 
systems, utilities, business applications software such as Enterprise Resource Planning 
(ERP), and financial systems 
3. People – The personnel involved in the operation and use of a system, including 
information technology (IT) personnel such as programmers and operators, users of the 
system, and management 
4. Procedures – The programmed and manual procedures involved in the operation of a 
system, including IT procedures such as back-up and maintenance, and user-based 
procedures such as data entry  
5. Data – The information used and supported by a system, including transaction streams, 
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Trust Services Principles and Criteria (continued) 
files, databases and tables  
 
A system may be as simple as one consisting of a personal-computer based payroll application 
with a single user, or as complex as one consisting of a multi-application, multi-computer 
banking system accessed by a virtually unlimited number of users within and outside an entity. 
Systems may be designed to incorporate manual interaction between parties (such as the 
delivery of physical records for transcription, processing and delivery of output) or electronic 
interaction between parties (such as an on-line stock trading service), or some combination of 
both (such as an on-line order processing system with subsequent delivery of a physical 
product). 
 
In a Trust Services engagement, management is responsible for preparing and communicating 
a description of the aspects of the system covered by the engagement so that the boundaries of 
the system to which management’s assertions apply are clear to users of the report. A clear 
definition of the boundaries of the system is important because it defines the scope to which 
management’s assertions and the practitioner’s corresponding report apply. Unclear 
descriptions can result in confusion and potential misinterpretation regarding the applicability of 
management’s assertions and the practitioner’s corresponding opinion. For example, 
management’s assertion with respect to the privacy of information collected through its on-line 
“Web-store” may not apply to a different section of the entity’s Web-site where they collect 
participant survey type information.  
 
The scope or boundaries of systems are not always intuitive. Some systems for example 
receive and process information from sources outside the defined system, whereas other 
systems include only information from sources within the defined system. For example, a 
processing system for a payroll services provider may receive information inputs in a “ready-to-
process” state from an employer, outside the boundaries of its defined system. The entity’s 
assertions related to Processing Integrity for example may not apply to the integrity of the 
source data received from the employer. However, another system, such as an automated teller 
system, may include the data sources within the boundaries of the system, encompassing the 
data inputs provided by automatic teller machine (ATM) users and all related processing, 
validation, database updating, and reporting functions. 
 
The systems description, in whatever form, needs to clearly articulate the boundaries to enable 
the user to understand the elements of the system that are within the scope of management’s 
assertions and the practitioner’s corresponding report. 
 
If laws and regulations affect system requirements (for example, laws regarding privacy), it may 
be useful for management to identify such laws and regulations in its system description.  
 
Depending on the nature of the system and the intended delivery mechanism of the 
practitioner’s report, the system description can be incorporated into the entity’s Web site, 
attached to the practitioner’s report or communicated to the users in some other manner. 
 
 




Principles and Criteria Introduction 
The Trust Services Principles and Criteria are presented in a two-column format. The first 
column identifies the criteria for each Principle — the attributes that the entity must meet to be 
able to demonstrate that it has achieved the principle. The second column provides illustrative 
controls. These are examples of controls that the entity might have in place to meet the criteria. 
Alternative and/or additional controls can also be used.  
 
As discussed earlier, in certain electronic commerce environments, the terms and conditions, 
including the rights, responsibilities and commitments of both parties, are implicit in the user’s 
completion of a transaction on the Web site. To meet the underlying intent of the 
“Communications” category of the criteria in such circumstances, the policies and processes 
required by each of the “Communications” criteria should be disclosed on the entity’s Web site. 
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Security Principle and Criteria  
 
Security Principle and Criteria 
The Security Principle refers to the protection of the system components from unauthorized 
access, both logical and physical. In both electronic commerce and other systems, the 
respective parties wish to ensure that information provided is available only to those individuals 
who need access to complete the transaction or services, or follow-up on questions or issues 
that may arise. Information provided through these systems is susceptible to unauthorized 
access during transmission and while it is stored on the other party’s systems. Limiting access 
to the system components helps prevent potential abuse of system components, theft of 
resources, misuse of software, and improper access to, use, alteration, destruction, or 
disclosure of information. Key elements for the protection of system components include 
permitting authorized access, and preventing unauthorized access to those components. 
 
 Criteria Illustrative controls 
 The system is protected against unauthorized access (both physical and logical) in conformity with 
the entity’s security policies.  
1.0 Policies: The entity has defined and documented policies for the security of its system. 
1.1 The entity’s security policies are 
established and periodically 
reviewed and approved by a 
designated individual or group. 
The company’s documented systems development and acquisition 
process includes procedures to identify and document authorized 
users of the system and their security requirements. 
User requirements are documented in service-level agreements or 
other documents.  
The Security Officer reviews security policies annually. Proposed 
changes are submitted as needed for the approval by the IT 
Standards committee. 
1.2 The entity’s security policies 
include, but are not limited to, the 
following matters: 
a. Identification and documentation 
of the security requirements of 
authorized users. 
b. Allowing access, the nature of 
that access, and who authorizes 
such access. 
c. Preventing unauthorized 
access. 
d. The procedures to add new 
users, modify the access levels 
of existing users, and remove 
users who no longer need 
access. 
e. Assignment of responsibility and 
accountability for system 
security. 
f. Assignment of responsibility and 
accountability for system 
changes and maintenance. 
The company’s documented security policies contain the elements 
set out in criterion 1.2. 
 g. Testing, evaluating and 
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Security Principle and Criteria (continued) 
 Criteria Illustrative controls 
h. Addressing how complaints and 
requests relating to security 
issues are resolved. 
i. The procedures to handle 
security breaches and other 
incidents. 
j. Provision for allocation for 
training and other resources to 
support its system security 
policies. 
k. Provision for the handling of 
exceptions and situations not 
specifically addressed in its 
system security policies. 
l. Provision for the identification 
of, and consistency with 
applicable laws and regulations, 
defined commitments, service 
level agreements and other 
contracts. 
1.3 Responsibility and accountability for 
the entity’s system security policies, 
and changes/updates to those 
policies are assigned. 
Management has assigned responsibilities for the maintenance and 
enforcement of the company security policy to the chief information 
officer (CIO). Others on the Executive Committee assist in the review, 
update and approval of the policy as outlined in the Executive 
Committee Handbook. 
Ownership and custody of significant information resources (for 
example, data, programs, and transactions) and responsibility for 
establishing and maintaining security over such resources is defined. 
2.0 Communications: The entity has communicated its defined system security policies to authorized 
users.  
2.1 The entity has defined and 
communicated a description of the 
system. 
For its e-commerce system, the company has posted a system 
description on its Web site. For an example of a system description 
for an e-commerce system refer to Appendix 2. 
For its non e-commerce system, the company has provided a system 
description to authorized users. For an example of a system 
description for non e-commerce based system refer to Appendix 3. 
2.2 The security obligations of users 
and the entity’s security 
commitments to users are 
communicated to authorized users. 
 
The company’s security commitments and required security 
obligations of its customers and other external users are posted on 
the company’s Web site and/or as part of the company’s standard 
services agreement.  
For its internal users (employees and contractors), the company’s 
policies relating to security are reviewed with new employees and 
contractors as part of their orientation and the key elements of the 
policies and their impact on the employee are discussed. New 
employees must sign a statement signifying that they have read, 
understand and will follow these policies. Each year, as part of their 
performance review, employees must reconfirm their understanding 
of and compliance with the company’s security policies. Security 
obligations of contractors are detailed in their contract. 
A security awareness program has been implemented to 
communicate the company’s information technology security policies 
to employees.  
The company publishes its IT Security policies on its corporate 
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Security Principle and Criteria (continued) 
 Criteria Illustrative controls 
Intranet. 
2.3 Responsibility and accountability for 
the entity’s system security policies, 
and changes/updates to those 
policies are communicated to entity 
personnel responsible for 
implementing them. 
The Network Operations Team is responsible for implementing the 
company’s security policies under the direction of the Chief 
Information Officer (CIO). 
The Network Operations Team has custody of and is responsible for 
the day-to-day maintenance of the company’s security policies, and 
recommends changes to the CIO and the IT Steering Committee. 
2.4 The process for informing the entity 
about breaches of the system 
security and for submitting 
complaints is communicated to 
authorized users. 
The process for customers and external users to inform the company 
of possible security breaches and other incidents is posted on the 
company’s Web site and/or is provided as part of the new user 
welcome kit. 
The company’s security awareness program includes information 
concerning the identification of possible security breaches and the 
process for informing the Network Operations Team. 
Documented procedures exist for the identification and escalation of 
security breaches and other incidents. 
2.5 Changes that may affect system 
security are communicated to 
management and users who will be 
affected. 
Changes that may impact customers and users and their security 
obligations or the company’s security commitments are highlighted 
on the company’s Web site. 
Changes that may impact system security are reviewed and 
approved by affected customers under the provisions of the standard 
services agreement before implementation of the proposed change. 
Planned changes to system components and the scheduling of those 
changes are reviewed as part of the monthly IT Steering Committee 
meetings. 
Changes to system components including those that may impact 
system security, require the approval of the Manager, Network 
Operations, before implementation. 
There is periodic communication of changes including changes that 
impact system security. 
Changes that impact system security are incorporated into the 
company’s on-going security awareness program. 
3.0 Procedure: The entity utilizes procedures to achieve its objectives in accordance with its defined 
system security policies.  
3.1 Procedures exist to restrict logical 
access to the defined system 
including, but not limited to, the 
following matters: 
a. Registration and authorization of 
new users. 
b. Identification and authentication 
of users. 
c. The process to make 
changes/updates to user 
profiles. 
d. The process to grant system 
access privileges/permissions. 
e. Distribution of output restricted 
to authorized users. 
f. Restriction of logical access to 
a. Registration and authorization of new users 
• Customers can self-register on the company’s Web site, 
under a secure session in which to provide new user 
information and select an appropriate user ID and password. 
Privileges and authorizations associated with self-registered 
customer accounts provide specific limited system 
functionality. 
• The ability to create or modify users and user access 
privileges (other than the limited functionality “customer 
accounts”) is limited to the security administration team. 
• The line of business supervisor authorizes access privilege 
change requests for employees and contractors. Customer 
access privileges beyond the default privileges granted 
during self-registration are approved by the Customer 
Account Manager. Proper segregation of duties is 
considered in granting privileges. 
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 Criteria Illustrative controls 
offline storage, backup data, 
systems and media. 
g. Restriction of access to system 
configurations, superuser 
functionality, master passwords, 
powerful utilities and security 
devices (e.g., firewalls). 
 
b. Identification and authentication of users 
• Users are required to log on to the company’s network and 
application systems with their user ID and password before 
access is granted. Unique user IDs are assigned to 
individual users. Passwords must contain at least six 
characters, one of which is non-alphanumeric. Passwords 
are case sensitive and need to be updated every ninety 
days. 
c. Changes/updates to user profiles 
• Changes/updates to self-registered customer accounts can 
be done by the individual user at any time on the 
company’s Web site after the user has successfully logged 
into the system. Changes are reflected immediately. 
• Unused customer accounts (no activity for 6 months) are 
purged by the system. 
• Changes to other accounts and profiles are restricted to the 
security administration team and require the approval of the 
appropriate line of business supervisor/Customer Account 
Manager. 
• Accounts for terminated employees are deactivated upon 
notice of termination being received from Human 
Resources. 
d. Granting of system access privileges/permissions 
• All paths that allow access to significant information 
resources are controlled by the access control system and 
operating system facilities. Access requires users to provide 
their user ID and password. Privileges are granted to 
authenticated users based on their user profiles. 
• The login session is terminated after three unsuccessful 
login attempts. Terminated login sessions are logged for 
follow-up. 
  e. Distribution of output  
• Access to computer processing output is provided to 
authorized individuals based on the classification of the 
information. 
• Processing outputs are stored in an area that reflects the 
classification of the information.  
  f. Logical access to off-line storage, backup data, systems and 
media 
• Logical access to off-line storage, backup data, systems and 
media is limited to Computer Operations staff. 
g. Access to system configurations, superuser functionality, 
master passwords, powerful utilities and security devices. 
• Hardware and operating system configuration tables are 
restricted to Network Operations team. 
• Application software configuration tables are restricted to 
authorized users and under the control of application 
change management software. 
• Utility programs that can read, add, change, or delete data 
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 Criteria Illustrative controls 
or programs are restricted to authorized Technical Services 
staff. Usage is logged and monitored by the Manager, 
Computer Operations. 
• The Information Security Team, under the direction of the 
CIO maintains access to firewall and other logs, as well as 
access to any storage media. Any access is logged and 
reviewed quarterly. 
• A listing of all master passwords is stored in an encrypted 
database and an additional copy is maintained in a sealed 
envelope in the company safe. 
3.2 Procedures exist to restrict physical 
access to the defined system 
including, but not limited to facilities, 
backup media and other system 
components such as firewalls, 
routers and servers. 
Physical access to the computer rooms, which house the company’s 
IT resources, servers and related hardware such as firewalls and 
routers, is restricted to authorized individuals by card key systems 
and monitored by video surveillance.  
Physical access cards are managed by Building Security. Access 
card usage is logged. Logs are maintained and reviewed by Building 
Security.  
Requests for physical access privileges to the company’s computer 
facilities require the approval of the Manager, Computer Operations. 
Documented procedures exist for the identification and escalation of 
potential security breaches. 
Off-site backup data and media are stored at service provider 
facilities. Access to off-site data and media requires the approval of 
the Manager, Computer Operations. 
3.3 Procedures exist to protect against 
unauthorized logical access to the 
defined system. 
Login sessions are terminated after three unsuccessful login 
attempts. Terminated login sessions are logged for follow-up by the 
Security Administrator. 
Virtual Private Networking (VPN) software is used to permit remote 
access by authorized users. Users are authenticated by the VPN 
server through specific “client” software and user ID and passwords. 
Firewalls are used and configured to prevent unauthorized access. 
Firewall events are logged and reviewed daily by the Security 
Administrator. 
Unneeded network services (e.g., telnet, ftp and http) are deactivated 
on the company’s servers. A listing of the required and authorized 
services is maintained by the IT department. This list is reviewed by 
company management on a routine basis for its appropriateness for 
the current operating conditions.  
Intrusion detection systems are used to provide continuous 
monitoring of the company’s network and provide early identification 
of potential security breaches. 
The company contracts with third parties to conduct periodic security 
reviews and vulnerability assessments. Results and 
recommendations for improvement are reported to management. 
3.4 Procedures exist to protect against 
infection by computer viruses, 
malicious codes, and unauthorized 
software. 
In connection with other security monitoring, the Network Operations 
Team participates in user groups and subscribes to services relating 
to computer viruses. 
Anti-virus software is in place including virus scans of incoming e-
mail messages. Virus signatures are updated at least weekly. 
Any viruses discovered are reported to the security team and an alert 
is created for all users notifying them of a potential virus threat. 
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 Criteria Illustrative controls 
3.5 Encryption or other equivalent 
security techniques are used to 
protect transmissions of user 
authentication and other information 
provided subsequent to 
authentication and passed over the 
Internet or other public networks. 
The company uses 128-bit SSL encryption for transmission of private 
or confidential information over public networks, including user ID and 
password. Users are required to upgrade their browser to the most 
current version tested and approved for use by the Network 
Operations Team to avoid possible security problems. 
Account activity, subsequent to successful login is encrypted through 
a 128-bit SSL session. Users are logged-out on request (by selection 
the “Sign-out” button on the Web site) or after 10 minutes of inactivity. 
3.6 Procedures exist to identify, report 
and act upon system security 
breaches and other incidents. 
Users are provided instructions for communicating potential security 
breaches to the Information Security Team. The Information Security 
team logs incidents reported through customer hot-lines and e-mail. 
Intrusion detection and other tools are used to identify, log and report 
potential security breaches and other incidents. The system notifies 
the Network Administrator and the Information Security Team via e-
mail and pager of potential incidents in progress.  
Incident logs are monitored and evaluated by the Information Security 
Team daily. 
Documented incident identification and escalation procedures are 
approved by management. 
3.7 Procedures exist to provide that 
issues of noncompliance with 
system security policies are 
promptly addressed and that 
corrective measures are taken on a 
timely basis. 
Security issues are recorded and accumulated in a problem report. 
Corrective action is noted and monitored by management. 
On a routine basis, security polices, controls and procedures are 
audited by the internal audit department. Results of such 
examinations are reviewed by management, a response is prepared, 
and a remediation plan is put in place. 
 Criteria related to the system components used to achieve the objectives 
3.8 Design, acquisition, implementation, 
configuration, modification and 
management of infrastructure and 
software related to system security 
are consistent with defined system 
security policies to enable 
authorized access and to prevent 
unauthorized access. 
The company has adopted a formal systems development life cycle 
(SDLC) methodology that governs the development, acquisition, 
implementation and maintenance of computerized information 
systems and related technology.  
The SDLC methodology includes a framework for classifying data 
and the creation of standard user profiles that are established based 
on an assessment of the business impact of the loss of security. 
Users are assigned standard profiles based on needs and functional 
responsibilities. 
Owners of the information and data classify its sensitivity and 
determine the level of protection required to maintain an appropriate 
level of security. 
The Network Operations Team reviews and approves the 
architecture and design specifications for new systems development 
and/or acquisition to ensure consistency with the company’s security 
objectives, policies and standards.  
Changes to system components that may impact security require the 
approval of the Network Operations Team. 
The access control and operating system facilities have been 
installed, including the implementation of options and parameters, to 
restrict access in accordance with the company’s security objectives, 
policies and standards. 
The company contracts with third parties to conduct periodic security 
reviews and vulnerability assessments. Results and 
recommendations for improvement are reported to management. 
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 Criteria Illustrative controls 
3.9 Procedures exist to provide that 
personnel responsible for the 
design, development, 
implementation, and operation of 
systems affecting security are 
qualified to fulfill their 
responsibilities. 
The company has written job descriptions describing the 
responsibilities and academic and professional requirements for key 
job positions. 
Hiring procedures include a comprehensive screening of candidates 
for key positions and consideration whether the verified credentials 
are commensurate with the proposed position. New personnel are 
offered employment subject to background checks and reference 
validation. 
Candidates, including internal transfers, are approved by the Line of 
Business manager prior to offering the employment position. 
Periodic performance appraisals are performed by employee 
supervisors and include the assessment and review of professional 
development activities. 
Personnel receive training and development in system security 
concepts and issues. 
Procedures are in place to provide alternate personnel for key system 
security functions in case of absence or departure. 
 Maintainability related criteria applicable to system security  
3.10 Procedures exist to maintain 
system components, including 
configurations consistent with the 
defined system security policies.  
Company management receives a third-party opinion on the 
adequacy of security controls, and routinely evaluates the level of 
performance it receives (in accordance with its contractual service 
level agreement) from the services provider that hosts the company’s 
systems and Web site.  
The IT department maintains a listing of all software and the 
respective level, version and patches that have been applied. 
Requests for changes, system maintenance, and supplier 
maintenance are standardized and subject to documented change 
management procedures. Changes are categorized and prioritized, 
and procedures are in place to handle urgent matters. Change 
requestors are kept informed about the status of their requests. 
Staffing, infrastructure and software requirements are periodically 
evaluated and resources are allocated consistent with the company’s 
security policies. 
System configurations are tested annually, and evaluated against the 
company’s security policies and current service level agreements. An 
exception report is prepared and remediation plans are developed 
and tracked. 
The IT Steering Committee, which includes representatives from the 
lines of business and customer support, meets monthly and reviews 
anticipated, planned or recommended changes to the company’s 
security policies including the potential impact of legislative changes. 
3.11 Procedures exist to provide that 
only authorized, tested and 
documented changes are made to 
the system.  
Senior management has implemented a division of roles and 
responsibilities that segregates incompatible functions.  
The company’s documented systems development methodology 
describes the change initiation, software development and 
maintenance, and approval processes, as well as the standards and 
controls that are embedded in the processes. These include 
programming, documentation and testing standards. 
Requests for changes, system maintenance, and supplier 
maintenance are standardized and subject to documented change 
management procedures. Changes are categorized and prioritized, 
and procedures are in place to handle urgent matters. Change 
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 Criteria Illustrative controls 
requestors are kept informed about the status of their requests. 
Changes to system infrastructure and software are developed and 
tested in a separate development/test environment prior to 
implementation into production. 
As part of the change control policies and procedures, there is a 
“promotion” process (e.g., from “test” to “staging” to “production”). 
Promotion to production requires the approval of the business owner 
who sponsored the change, and the Manager, Computer Operations. 
When changes are made to key systems components, there is a 
"back-out" plan developed for use in the event of major 
interruption(s).  
3.12 Procedures exist to provide that 
emergency changes are 
documented and authorized 
(including after-the-fact approval). 
Requests for changes, system maintenance, and supplier 
maintenance are standardized and subject to documented change 
management procedures. Changes are categorized and prioritized, 
and procedures are in place to handle urgent matters. Change 
requestors are kept informed about the status of their requests. 
Emergency changes that require deviations from standard 
procedures are logged and reviewed by IT management daily and 
reported to the affected Line of Business manager. Permanent 
corrective measures follow the company’s change management 
process including line of business approvals. 
4.0 Monitoring: The entity monitors the system and takes action to maintain compliance with its defined 
system security policies.  
4.1 The entity’s system security is 
periodically reviewed and compared 
with the defined system security 
policies. 
The information security team monitors the system and assesses the 
system vulnerabilities using proprietary and other tools. Potential risk 
is evaluated and compared to SLA's and other obligations of the 
company. Remediation plans are proposed and implementation is 
monitored. 
The company contracts with third parties to conduct periodic security 
reviews and vulnerability assessments. The internal audit function 
conducts system security reviews as part of its annual audit plan. 
Results and recommendations for improvement are reported to 
management. 
4.2 There is a process to identify and 
address potential impairments to 
the entity’s ongoing ability to 
achieve its objectives in accordance 
with its defined system security 
policies.  
Logs are analyzed to identify trends that may have a potential impact 
on the company’s ability to achieve its system security objectives. 
Monthly IT staff meetings are held to address system security 
concerns and trends; findings are discussed at quarterly 
management meetings. 
4.3 Environmental and technological 
changes are monitored and their 
impact on system security is 
assessed on a timely basis. 
Senior management, as part of its annual IT planning process, 
considers developments in technology and the impact of applicable 
laws or regulations on the company’s security policies.  
The company’s IT security group monitors the security impact of 
emerging technologies. 
Users are proactively invited to contribute to initiatives to improve 








Availability Principle and Criteria 
The Availability Principle refers to the accessibility to the system, products or services as 
advertised or committed by contract, service level, or other agreements. It should be noted that 
this Principle does not, in itself, set a minimum acceptable performance level for system 
availability. The minimum performance level is established through commitments made, or by 
mutual agreement (contract), between the parties. 
 
Although there is a connection between system availability, system functionality and system 
usability, the Availability Principle does not address system functionality (the specific functions a 
system performs) and system usability (the ability of users to apply system functions to specific 
tasks or problems). It does address system availability, which relates to whether the system is 
accessible for processing, monitoring and maintenance.  
 
 Criteria Illustrative controls 
 The system is available for operation and use in conformity with the entity’s availability policies.  
1.0 Policies: The entity has defined and documented policies for the availability of its system.  
1.1 The entity’s system availability and 
related security policies are 
established and periodically 
reviewed and approved by a 
designated individual or group. 
The company’s documented systems development and acquisition 
process includes procedures to identify and document authorized 
users of the system and their availability and related security 
requirements. 
User requirements are documented in service-level agreements or 
other documents.  
Management reviews the company’s availability and related security 
policies annually. Proposed changes are submitted as needed for the 
approval by the IT Standards Committee, which includes 
representation from the Customer Service department. 
1.2 
 
The entity’s system availability and 
related security policies include, but 
are not limited to, the following 
matters: 
a. Identification and documentation 
of the system availability and 
related security requirements of 
authorized users. 
b. Allowing access, the nature of 
that access, and who authorizes 
such access. 
c. Preventing unauthorized 
access. 
d. The procedures to add new 
users, modify the access levels 
of existing users, and remove 
users who no longer need 
access. 
e. Assignment of responsibility and 
accountability for system 
availability and related security. 
f. Assignment of responsibility and 
accountability for system 
changes and maintenance. 
The company’s documented availability and related security policies 
contain the elements set out in criterion 1.2. 
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 Criteria Illustrative controls 
 
 g. Testing, evaluating and 
authorizing system components 
before implementation. 
h. Addressing how complaints and 
requests relating to system 
availability and related security 
issues are resolved. 
i. The procedures to handle 
system availability and related 
security breaches and other 
incidents. 
j. Provision for allocation for 
training and other resources to 
support its system availability 
and related security policies. 
k. Provision for the handling of 
exceptions and situations not 
specifically addressed in its 
system availability and related 
security policies. 
l. Provision for the identification 
of, and consistency with 
applicable laws and regulations, 
defined commitments, service 
level agreements and other 
contracts. 
m. Recovery and continuity of 
service in accordance with 
documented customer 
commitments or other 
agreements. 
n. Monitoring system capacity to 
achieve customer commitments 
or other agreements regarding 
availability. 
 
1.3 Responsibility and accountability for 
the entity’s system availability and 
related security policies, and 
changes/updates to those policies 
are assigned. 
Management has assigned responsibilities for the maintenance and 
enforcement of the company’s availability policies to the chief 
information officer (CIO). Others on the Executive Committee assist 
in the review, update and approval of these policies as outlined in the 
Executive Committee Handbook. 
Ownership and custody of significant information resources (for 
example, data, programs, and transactions) and responsibility for 
establishing and maintaining the system availability of and related 
security over such resources is defined. 
2.0 Communications: The entity has communicated the defined system availability policies to 
authorized users.  
2.1 The entity has defined and 
communicated a description of the 
system. 
 
For its e-commerce system, the company has posted a system 
description on its Web site. For an example of a system description 
for an e-commerce system refer to Appendix 2. 
For its non e-commerce system, the company has provided a system 
description to authorized users. For an example of a system 
description for non e-commerce based system refer to Appendix 3. 
2.2 The availability and related security 
bli ti f d th tit ’
The company’s system availability and related security commitments 
d i d it bli ti f it t d th t l
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 Criteria Illustrative controls 
obligations of users and the entity’s 
availability and related security 
commitments to users are 
communicated to authorized users. 
 
and required security obligations of its customers and other external 
users are posted on the company’s Web site and/or as part of the 
company’s standard services agreement. Service level agreements 
are reviewed with the customer annually. 
For its internal users (employees and contractors), the company’s 
policies relating to system availability and security are reviewed with 
new employees and contractors as part of their orientation and the 
key elements of the policies and their impact on the employee are 
discussed. New employees must sign a statement signifying that they 
have read, understand and will follow these policies. Each year, as 
part of their performance review, employees must reconfirm their 
understanding of and compliance with the company’s policies. 
Obligations of contractors are detailed in their contract. 
A security awareness program has been implemented to 
communicate the company’s information technology security policies 
to employees.  
The company publishes its IT Security policies on its corporate 
Intranet. 
2.3 Responsibility and accountability for 
the entity’s system availability and 
related security policies, and 
changes/updates to those policies 
are communicated to entity 
personnel responsible for 
implementing them. 
 
The Network Operations Team is responsible for implementing the 
company’s availability and related security policies under the 
direction of the Chief Information Officer (CIO). 
The Network Operations Team has custody of and is responsible for 
the day-to-day maintenance of the company’s availability and related 
security policies, and recommends changes to the CIO and the IT 
Steering Committee. 
Availability and related security commitments are reviewed with the 
Customer Account Managers as part of the annual IT planning 
process. 
2.4 The process for informing the entity 
about system availability issues, 
breaches of system security, and 
for submitting complaints is 
communicated to authorized users. 
 
The process for customers and external users to inform the company 
of system availability issues or possible security breaches and other 
incidents is posted on the company’s Web site and/or is provided as 
part of the new user welcome kit. 
The company’s user training program includes modules dealing with 
the identification and reporting of system availability issues, security 
breaches and other incidents. 
The company’s security awareness program includes information 
concerning the identification of possible security breaches and the 
process for informing the Network Operations Team. 
Documented procedures exist for the identification and escalation of 
system availability issues, security breaches and other incidents. 
2.5 Changes that may affect system 
availability and system security are 
communicated to management and 
users who will be affected. 
 
Changes that may impact systems availability, customers and users 
and their security obligations, or the company’s security commitments 
are highlighted on the company’s Web site. 
Changes that may impact system security are reviewed and 
approved by affected customers under the provisions of the standard 
services agreement before implementation of the proposed change. 
Planned changes to system components and the scheduling of those 
changes are reviewed as part of the monthly IT Steering Committee 
meetings. 
Changes to system components including those that may impact 
system security, require the approval of the Manager, Network 
Operations, before implementation. 
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 Criteria Illustrative controls 
There is periodic communication of system changes including 
changes that impact availability and system security. 
Changes that impact system security are incorporated into the 
company’s on-going security awareness program. 
3.0 Procedures: The entity utilizes procedures to achieve its defined system availability objectives in 
accordance with its defined policies and standards.  
3.1 Procedures exist to protect the 
system against potential risks (e.g., 
environmental risks, natural 
disasters, labor disputes and 
routine operational errors and 
omissions) that might disrupt 
system operations and impair 
system availability. 
A risk assessment is prepared and reviewed on a regular basis or 
when a significant change occurs in either the internal or external 
physical environment. Threats such as fire, flood, dust, excessive 
heat and humidity, and labor problems have been considered. 
Management maintains measures to protect against environmental 
factors (for example, fire, dust, power, and excessive heat and 
humidity) based on its risk assessment. The company’s controlled 
areas are protected against fire using both smoke detectors and a fire 
suppression system. Water detectors are installed within the raised 
floor areas. 
The company site is protected against a disruption in power supply to 
the processing environment by both uninterruptible power supplies 
(UPS) and emergency power supplies (EPS). This equipment is 
tested semi-annually. 
Preventive maintenance agreements and scheduled maintenance 
procedures are in place for key system hardware components. 
Vendor warranty specifications are complied with and tested to 
determine if the system is properly configured.  
Procedures to address minor processing errors, outages, and 
destruction of records are documented. 
Procedures exist for the identification, documentation, escalation, 
resolution, and review of problems. 
Physical and logical security controls are implemented to reduce the 
opportunity for unauthorized actions that could impair system 
availability. (See 3.4-3.10) 
3.2 Procedures exist to provide for 
backup, offsite storage, restoration 
and disaster recovery consistent 
with the entity’s defined system 
availability and related security 
policies. 
Management has implemented a comprehensive strategy for backup 
and restoration based on a review of business requirements. Backup 
procedures for the company are documented and include redundant 
servers, daily incremental backups of each server, and a complete 
backup of the entire week’s changes on a weekly basis. Daily and 
weekly backups are stored offsite in accordance with the company’s 
system availability policies. 
Disaster recovery and contingency plans are documented. 
The disaster recovery plan defines the roles and responsibilities and 
identifies the critical information technology application programs, 
operating systems, personnel, data files, and time frames needed to 
assure high availability and system reliability based on the business 
impact analysis. 
The Business Continuity Planning (BCP) Coordinator reviews and 
updates the Business Impact Analysis with the lines of business 
annually. 
Disaster recovery and contingency plans are tested annually in 
accordance with the company’s system availability policies. Testing 
results and change recommendations are reported to the company’s 
management committee. 
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 Criteria Illustrative controls 
The company’s management committee reviews and approves 
changes to the disaster recovery plan. 
All critical personnel identified in the business continuity plan hold 
current versions of the plan, both on-site and off-site. An electronic 
version is stored off-site. 
3.3 Procedures exist to provide for the 
integrity of backup data and 
systems maintained to support the 
entity’s defined system availability 
and related security policies.  
Automated backup processes include procedures for testing the 
integrity of the backup data. 
Backups are performed in accordance with the company’s defined 
backup strategy, and usability of backups is verified at least annually. 
Backup systems and data are stored off-site at the facilities of a third-
party service provider. 
Under the terms of its service provider agreement, the company 
performs an annual verification of media stored at the off-site storage 
facility. As part of the verification, media at the off-site location are 
matched to the appropriate media management system. The storage 
site is reviewed bi-annually for physical access security and security 
of data files and other items. 
Backup systems and data are tested as part of the annual disaster 
recovery test. 
 Security related criteria relevant to the system’s availability 
3.4 Procedures exist to restrict logical 
access to the defined system 
including, but not limited to, the 
following matters: 
a. Registration and authorization of 
new users. 
b. Identification and authentication 
of users. 
c. The process to make 
changes/updates to user 
profiles. 
d. The process to grant system 
access privileges/permissions. 
e. Restriction of access to system 
configurations, superuser 
functionality, master passwords, 
powerful utilities and security 
devices (e.g., firewalls). 
 
a. Registration and authorization of new users 
• Customers can self-register on the company’s Web site, 
under a secure session in which to provide new user 
information and select an appropriate user ID and password. 
Privileges and authorizations associated with self-registered 
customer accounts provide specific limited system 
functionality. 
• The ability to create or modify users and user access 
privileges (other than the limited functionality “customer 
accounts”) is limited to the security administration team. 
• The line of business supervisor authorizes access privilege 
change requests for employees and contractors. Customer 
access privileges beyond the default privileges granted 
during self-registration are approved by the Customer 
Account Manager. Proper segregation of duties is 
considered in granting privileges. 
b. Identification and authentication of users 
• Users are required to log on to the company’s network and 
application systems with their user ID and password before 
access is granted. Unique user IDs are assigned to 
individual users. Passwords must contain at least six 
characters, one of which is non-alphanumeric. Passwords 
are case sensitive and need to be updated every ninety 
days. 
c. Changes/updates to user profiles 
• Changes/updates to self-registered customer accounts can 
be done by the individual user at any time on the 
company’s Web site after the user has successfully logged 
into the system. Changes are reflected immediately. 
• Unused customer accounts (no activity for 6 months) are 
purged by the system. 
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• Changes to other accounts and profiles is restricted to the 
security administration team and require the approval of the 
appropriate line of business supervisor/Customer Account 
Manager. 
• Accounts for terminated employees are deactivated upon 
notice of termination being received from Human 
Resources. 
d. Granting of system access privileges/permissions 
• All paths that allow access to significant information 
resources are controlled by the access control system and 
operating system facilities. Access requires users to provide 
their user ID and password. Privileges are granted to 
authenticated users based on their user profiles. 
• The login session is terminated after three unsuccessful 
login attempts. Terminated login sessions are logged for 
follow-up. 
  e. Access to system configurations, superuser functionality, master 
passwords, powerful utilities and security devices. 
• Hardware and operating system configuration tables are 
restricted to Network Operations team. 
• Application software configuration tables are restricted to 
authorized users and under the control of application 
change management software. 
• Utility programs that can read, add, change, or delete data 
or programs are restricted to authorized Technical Services 
staff. Usage is logged and monitored by the Manager, 
Computer Operations. 
• The Information Security Team, under the direction of the 
CIO maintains access to firewall and other logs, as well as 
access to any storage media. Any access is logged and 
reviewed quarterly. 
• A listing of all master passwords is stored in an encrypted 
database and an additional copy is maintained in a sealed 
envelope in the company safe. 
3.5 Procedures exist to restrict physical 
access to the defined system 
including, but not limited to facilities, 
backup media and other system 
components such as firewalls, 
routers and servers. 
 
Physical access to the computer rooms, which house the company’s 
IT resources, servers and related hardware such as firewalls and 
routers, is restricted to authorized individuals by card key systems 
and monitored by video surveillance.  
Physical access cards are managed by Building Security. Access 
card usage is logged. Logs are maintained and reviewed by Building 
Security.  
Requests for physical access privileges to the company’s computer 
facilities require the approval of the Manager, Computer Operations. 
Documented procedures exist for the identification and escalation of 
potential security breaches. 
Off-site backup data and media are stored at service provider 
facilities. Access to off-site data and media requires the approval of 
the Manager, Computer Operations. 
3.6 Procedures exist to protect against 
unauthorized logical access to the 
Login sessions are terminated after three unsuccessful login 
attempts. Terminated login sessions are logged for follow-up by the 
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Virtual Private Networking (VPN) software is used to permit remote 
access by authorized users. Users are authenticated by the VPN 
server through specific “client” software and user ID and passwords. 
Firewalls are used and configured to prevent unauthorized access. 
Firewall events are logged and reviewed daily by the Security 
Administrator. 
Unneeded network services (e.g., telnet, ftp and http) are deactivated 
on the company’s servers. A listing of the required and authorized 
services is maintained by the IT department. This list is reviewed by 
company management on a routine basis for its appropriateness for 
the current operating conditions.  
Intrusion detection systems are used to provide continuous 
monitoring of the company’s network and provide early identification 
of potential security breaches. 
The company contracts with third parties to conduct periodic security 
reviews and vulnerability assessments. Results and 
recommendations for improvement are reported to management. 
3.7 Procedures exist to protect against 
infection by computer viruses, 
malicious codes, and unauthorized 
software. 
 
In connection with other security monitoring, the Network Operations 
Team participates in user groups and subscribes to services relating 
to computer viruses. 
Anti-virus software is in place including virus scans of incoming e-
mail messages. Virus signatures are updated at least weekly. 
Any viruses discovered are reported to the security team and an alert 
is created for all users notifying them of a potential virus threat. 
3.8 Encryption or other equivalent 
security techniques are used to 
protect transmissions of user 
authentication and other information 
provided subsequent to 
authentication and passed over the 
Internet or other public networks. 
 
The company uses 128-bit SSL encryption for transmission of private 
or confidential information over public networks, including user ID and 
password. Users are required to upgrade their browser to the most 
current version tested and approved for use by the Network 
Operations Team to avoid possible security problems. 
Account activity, subsequent to successful login is encrypted through 
a 128-bit SSL session. Users are logged-out on request (by selection 
the “Sign-out” button on the Web site) or after 10 minutes of inactivity. 
3.9 Procedures exist to identify, report 
and act upon system availability 
issues and related security 
breaches and other incidents. 
 
Users are provided instructions for communicating system availability 
issues, potential security breaches, and other issues to the help 
desk/customer service center. 
Documented procedures exist for the escalation of system availability 
issues and potential security breaches that cannot be resolved by the 
help desk.  
Network performance and system processing are monitored using 
system monitoring tools by on-site operations staff 24 hours a day, 
seven days a week. Documented procedures exist for the escalation 
and resolution of performance and processing availability issues. 
Intrusion detection and other tools are used to identify, log and report 
potential security breaches and other incidents. The system notifies 
the Network Administrator and the Information Security Team via e-
mail and pager of potential incidents in progress.  
Incident logs are monitored and evaluated by the Information Security 
Team daily. 
Documented incident identification and escalation procedures are 
approved by management. 
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Network performance, system availability and security incident 
statistics and comparisons to approved targets are accumulated and 
reported to the IT steering committee monthly. 
System performance and capacity analysis and projections are 
completed annually as part of the IT planning and budgeting process. 
3.10 Procedures exist to provide that 
issues of noncompliance with 
system availability and related 
security policies are promptly 
addressed and that corrective 
measures are taken on a timely 
basis. 
System processing and security related issues are recorded and 
accumulated in a problem report. Corrective action is noted and 
monitored by management. 
As a part of the monthly monitoring of the site, availability and site 
usage reports are compared to the disclosed availability levels. This 
analysis is used to forecast future capacity, reveal any performance 
issues and provide a means of fine-tuning the system. 
Standard procedures exist for the documentation, escalation, 
resolution, and review of problems. 
On a routine basis, security polices, controls and procedures are 
audited by the internal audit department. Results of such 
examinations are reviewed by management, a response is prepared, 
and a remediation plan is put in place. 
Company management evaluates the level of performance it receives 
from the ISP, which hosts the company Web site. This evaluation is 
done by evaluating provider’s actual performance as compared to 
agreed service level commitments including measures for system 
processing performance levels, availability and security controls the 
ISP has in place.  
Management receives an annual independent 3rd party report on the 
adequacy of internal controls from its Web-hosting service provider. 
Management reviews these reports and follows up with the service 
provider management on any open items or causes for concern. 
 Criteria related to the system components used to achieve the objectives 
3.11 Design, acquisition, implementation, 
configuration, modification and 
management of infrastructure and 
software related to system 
availability and security is 
consistent with defined system 
availability and related security 
policies. 
The company has adopted a formal systems development life cycle 
(SDLC) methodology that governs the development, acquisition, 
implementation and maintenance of computerized information 
systems and related technology.  
The SDLC methodology includes a framework for: 
• establishing performance level and system availability 
requirements based on user needs; 
• maintaining the company’s backup and disaster recovery 
planning processes in accordance with user requirements; 
• classifying data and the creation of standard user profiles 
that are established based on an assessment of the 
business impact of the loss of security. Users are assigned 
standard profiles based on needs and functional 
responsibilities; 
• testing changes to system components to minimize the risk 
of an adverse impact to system performance and 
availability; 
• development of backout plans prior to implementation of 
changes. 
Owners of the information and data establish processing 
performance and availability benchmarks, classify its sensitivity, and 
determine the level of protection required to maintain an appropriate 
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level of security. 
The Network Operations Team reviews and approves the 
architecture and design specifications for new systems development 
and/or acquisition to ensure consistency with the company’s 
availability and related security policies.  
  Changes to system components that may impact systems processing 
performance, availability and security require the approval of the 
Network Operations Team. 
The access control and operating system facilities have been 
installed, including the implementation of options and parameters, to 
restrict access in accordance with the company’s security objectives, 
policies and standards. 
The company contracts with third parties to conduct periodic security 
reviews and vulnerability assessments. Results and 
recommendations for improvement are reported to management. 
3.12 Procedures exist to provide that 
personnel responsible for the 
design, development, 
implementation and operation of 
systems affecting availability and 
security are qualified to fulfill their 
responsibilities. 
 
The company has written job descriptions describing the 
responsibilities and academic and professional requirements for key 
job positions. 
Hiring procedures include a comprehensive screening of candidates 
for key positions and consideration whether the verified credentials 
are commensurate with the proposed position. New personnel are 
offered employment subject to background checks and reference 
validation. 
Candidates, including internal transfers, are approved by the Line of 
Business manager prior to offering the employment position. 
Periodic performance appraisals are performed by employee 
supervisors and include the assessment and review of professional 
development activities. 
Personnel receive training and development in system availability 
concepts and issues. 
Procedures are in place to provide alternate personnel for key system 
availability functions in case of absence or departure. 
 Maintainability related criteria applicable to the system’s availability  
3.13 Procedures exist to maintain 
system components, including 
configurations consistent with the 
defined system availability and 
related security policies. 
 
Company management receives a third-party opinion on the 
adequacy of security controls, and routinely evaluates the level of 
performance it receives (in accordance with its contractual service 
level agreement) from the services provider that hosts the company’s 
systems and Web site.  
The IT department maintains a listing of all software and the 
respective level, version and patches that have been applied. 
Requests for changes, system maintenance, and supplier 
maintenance are standardized and subject to documented change 
management procedures. Changes are categorized and prioritized, 
and procedures are in place to handle urgent matters. Change 
requestors are kept informed about the status of their requests. 
Staffing, infrastructure and software requirements are periodically 
evaluated and resources are allocated consistent with the company’s 
availability and related security policies. 
System configurations are tested annually, and evaluated against the 
company’s processing performance, availability and security policies, 
and current service level agreements. An exception report is 
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prepared and remediation plans are developed and tracked. 
The IT Steering Committee, which includes representatives from the 
lines of business and customer support, meets monthly and reviews 
anticipated, planned or recommended changes to the company’s 
security policies including the potential impact of legislative changes. 
3.14 Procedures exist to provide that 
only authorized, tested, and 
documented changes are made to 
the system. 
 
Senior management has implemented a division of roles and 
responsibilities that segregates incompatible functions.  
The company’s documented systems development methodology 
describes the change initiation, software development and 
maintenance, and approval processes, as well as the standards and 
controls that are embedded in the processes. These include 
programming, documentation and testing standards. 
Requests for changes, system maintenance, and supplier 
maintenance are standardized and subject to documented change 
management procedures. Changes are categorized and prioritized, 
and procedures are in place to handle urgent matters. Change 
requestors are kept informed about the status of their requests. 
Changes to system infrastructure and software are developed and 
tested in a separate development/test environment prior to 
implementation into production. 
As part of the change control policies and procedures, there is a 
“promotion” process (e.g., from “test” to “staging” to “production”). 
Promotion to production requires the approval of the business owner 
who sponsored the change, and the Manager, Computer Operations. 
When changes are made to key systems components, there is a 
"back-out" plan developed for use in the event of major 
interruption(s).  
3.15 Procedures exist to provide that 
emergency changes are 
documented and authorized 
(including after-the-fact approval). 
 
Requests for changes, system maintenance, and supplier 
maintenance are standardized and subject to documented change 
management procedures. Changes are categorized and prioritized, 
and procedures are in place to handle urgent matters. Change 
requestors are kept informed about the status of their requests. 
Emergency changes that require deviations from standard 
procedures are logged and reviewed by IT management daily and 
reported to the affected Line of Business manager. Permanent 
corrective measures follow the company’s change management 
process including line of business approvals. 
4.0 Monitoring: The entity monitors the system and takes action to maintain compliance with its defined 
system availability policies, objectives and standards.  
4.1 The entity’s system availability and 
security performance is periodically 
reviewed and compared with the 
defined system availability and 
related security policies. 
 
Network performance and system processing are monitored using 
system monitoring tools by on-site operations staff 24 hours a day, 
seven days a week. Network performance, system availability and 
security incident statistics and comparisons to approved targets are 
accumulated and reported to the IT Steering Committee monthly. 
The Customer Service group monitors system availability and related 
customer complaints. It provides a monthly report of such matters 
together with recommendations for improvement, which are 
considered and acted up at the monthly IT Steering Committee 
meetings.  
The information security team monitors the system and assesses the 
system vulnerabilities using proprietary and other tools. Potential risk 
is evaluated and compared to SLA's and other obligations of the 
company. Remediation plans are proposed and implementation is 
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monitored. 
The company contracts with third parties to conduct periodic security 
reviews and vulnerability assessments. The internal audit function 
conducts system security reviews as part of its annual audit plan. 
Results and recommendations for improvement are reported to 
management. 
4.2 There is a process to identify and 
address potential impairments to 
the entity’s ongoing ability to 
achieve its objectives in accordance 
with its defined system availability 
and related security policies. 
 
Network performance and system processing are monitored using 
system monitoring tools by on-site operations staff 24 hours a day, 
seven days a week. Network performance, system availability and 
security incident statistics and comparisons to approved targets are 
accumulated and reported to the IT steering committee monthly. 
Future system performance, availability and capacity requirements 
are projected and analyzed as part of the annual IT planning and 
budgeting process.  
Logs are analyzed to identify trends that may have a potential impact 
on the company’s ability to achieve its system security objectives. 
Monthly IT staff meetings are held to address system performance, 
availability, capacity and system security concerns and trends; 
findings are discussed at quarterly management meetings. 
4.3 Environmental and technological 
changes are monitored and their 
impact on system availability and 
security is assessed on a timely 
basis. 
 
The company’s data processing facilities include climate and 
environmental monitoring devices. Deviations from optimal 
performance ranges are escalated and resolved. 
Senior management, as part of its annual IT planning process, 
considers developments in technology and the impact of applicable 
laws or regulations on the company’s availability and related security 
policies.  
The company’s Customer Service group monitors the impact of 









Processing Integrity Principle and Criteria 
The Processing Integrity principle refers to the completeness, accuracy, timeliness and 
authorization of system processing. Processing integrity exists if a system performs its intended 
function in an unimpaired manner, free from unauthorized or inadvertent manipulation. 
Completeness generally indicates that all transactions and services are processed or performed 
without exception, and that transactions and services are not processed more than once. 
Accuracy includes assurances that key information associated with the submitted transaction 
will remain accurate throughout the processing of the transaction, and the transaction or 
services are processed or performed as intended. The timeliness of the provision of services, or 
the delivery of goods is addressed in the context of commitments made for such delivery. 
Authorization includes assurances that processing is performed in accordance with the required 
approvals and privileges defined by policies governing system processing. 
 
The risks associated with processing integrity are that the party initiating the transaction will not 
have the transaction completed or the service provided correctly, and in accordance with the 
desired or specified request. Without appropriate processing integrity controls, the buyer may 
not receive the goods or services ordered, receive more than requested, or receive the wrong 
goods or services altogether. However, if appropriate processing integrity controls exist and are 
operational within the system, the buyer can be reasonably assured that the correct goods and 
services, in the correct quantity, at the correct price are received when promised. Processing 
integrity addresses all of the system components including procedures to initiate, record, 
process and report the information, product or service that is the subject of the engagement. 
The nature of data input in electronic commerce systems typically involve the user entering data 
directly over Web-enabled input screens or forms whereas in other systems, the nature of data 
input can vary significantly. Because of this difference in data input processes, the nature of 
controls over the completeness and accuracy of data input in e-commerce systems may be 
somewhat different than for other systems. The illustrative controls outlined in the table below 
identify some of these differences. 
 
Processing Integrity differs from Data Integrity. Processing integrity does not automatically imply 
that the information stored by the system is complete, accurate, current and authorized. If a 
system processes information inputs from sources outside the system’s boundaries, an entity 
can establish only limited controls over the completeness, accuracy, authorization and 
timeliness of the information submitted for processing. Errors that may have been introduced 
into the information, or the control procedures at external sites are typically beyond the entity’s 
control. When the information source is explicitly excluded from the description of the system 
that defines the engagement, it is important to describe that exclusion in the system description. 
In other situations, the data source may be an inherent part of the system being examined, and 
controls over the completeness, accuracy, authorization and timeliness of information submitted 
for processing would be included in the scope of the system as described.  
 
 Criteria Illustrative controls 
 System processing is complete, accurate, timely and authorized.  
1.0 Policies: The entity has defined and documented policies for the processing integrity of its 
system. 
1.1 The entity’s processing integrity and 
related security policies are 
established and periodically 
reviewed and approved by a 
designated individual or group. 
The company’s documented systems development and 
acquisition process includes procedures to identify and document 
authorized users of the system and their processing integrity and 
related security requirements. 
User requirements are documented in service-level agreements 
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or other documents.  
The Security Officer reviews security policies annually and 
submits proposed changes as needed for the approval by the IT 
Standards committee. 
1.2 The entity’s system processing 
integrity and related security 
policies include, but are not limited 
to, the following matters: 
a. Identification and documentation 
of the system processing 
integrity and related security 
requirements of authorized 
users 
b. Allowing access, the nature of 
that access, and who authorizes 
such access. 
c. Preventing unauthorized access. 
d. The procedures to add new 
users, modify the access levels 
of existing users, and remove 
users who no longer need 
access. 
e. Assignment of responsibility and 
accountability for system 
processing integrity and related 
security. 
f. Assignment of responsibility and 
accountability for system 
changes and maintenance. 
g. Testing, evaluating and 
authorizing system components 
before implementation. 
h. Addressing how complaints and 
requests relating to system 
processing integrity and related 
security issues are resolved. 
i. The procedures to handle errors 
and omissions and other system 
processing integrity and related 
security breaches and other 
incidents. 
The company’s documented processing integrity and related 
security policies contain the elements set out in criterion 1.2. 
 
 j. Provision for allocation for 
training and other resources to 
support its system security 
policies. 
k. Provision for the handling of 
exceptions and situations not 
specifically addressed in its 
system security policies. 
l. Provision for the identification 
of, and consistency with 
applicable laws and regulations, 
defined commitments, service 
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level agreements and other 
contracts. 
1.3 Responsibility and accountability for 
the entity’s system processing 
integrity and related system security 
policies and 
changes/updates/exceptions to 
those policies are assigned. 
 
Management has assigned responsibilities for the implementation 
of the company’s processing integrity and related security 
policies to the chief information officer (CIO). Others on the 
Executive Committee assist in the review, update and approval of 
the policy as outlined in the Executive Committee Handbook. 
Ownership and custody of significant information resources (for 
example, data, programs, and transactions) and responsibility for 
establishing and maintaining system processing integrity and 
related security over such resources is defined. 
2.0 Communications: The entity has communicated the documented system processing integrity 
policies to authorized users.  
2.1 The entity has defined and 
communicated a description of the 
system to which its assertions 
apply. 
If the system is an electronic 
commerce system, additional 
information provided on its Web-site 
includes, but is not limited to, the 
following matters: 
a. descriptive information about the 
nature of the goods or services 
that will be provided, including 
where appropriate: 
• Condition of goods 
(meaning, whether they are 
new, used, or reconditioned). 
• Description of services (or 
service contract). 
• Sources of information 
(meaning, where it was 
obtained and how it was 
compiled). 
b. the terms and conditions by 
which it conducts its electronic 
commerce (e-commerce) 
transactions including, but not 
limited to, the following the 
following matters: 
For its e-commerce system, the company has posted a system 
description, including the elements set out in criterion 2.1 on its 
Web site. For an example of a system description and additional 
disclosures for an e-commerce system refer to Appendix 2. 
For its non e-commerce system, the company has provided a 
system description to authorized users. For an example of a 
system description for non e-commerce based system refer to 
Appendix 3. 
 • Time frame for completion of 
transactions (transaction 
means fulfillment of orders 
where goods are being sold 
and delivery of service where 
a service is being provided). 
• Time frame and process for 
informing customers of 
exceptions to normal 
processing of orders or 
service requests. 
• Normal method of delivery of 
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goods or services, including 
customer options, where 
applicable. 
• Payment terms, including 
customer options, if any. 
• Electronic settlement 
practices and related 
charges to customers. 
• How customers may cancel 
recurring charges, if any. 
• Product return policies and 
limited liability, where 
applicable. 
c. where customers can obtain 
warranty, repair service, and 
support related to the goods 
and services purchased on its 
Web site. 
d. procedures for resolution of 
issues regarding processing 
integrity. These may relate to 
any part of a customer’s 
electronic commerce 
transaction, including 
complaints related to the 
quality of services and 
products, accuracy, 
completeness, and the 
consequences for failure to 
resolve such complaints.  
2.2 The processing integrity and related 
security obligations of users and the 
entity’s processing integrity and 
related security commitments to 
users are communicated to 
authorized users. 
 
The company’s processing integrity and related security 
commitments and required processing integrity and related 
security obligations of its customers and other external users are 
posted on the company’s Web site and/or as part of the 
company’s standard services agreement.  
For its internal users (employees and contractors), the company’s 
policies relating to processing integrity and security are reviewed 
with new employees and contractors as part of their orientation 
and the key elements of the policies and their impact on the 
employee are discussed. New employees must sign a statement 
signifying that they have read, understand and will follow these 
policies. Each year, as part of their performance review, 
employees must reconfirm their understanding of and compliance 
with the company’s processing integrity and security policies. 
Obligations of contractors are detailed in their contract. 
A security awareness program has been implemented to 
communicate the company’s processing integrity and related 
security policies to employees.  
The company publishes its IT Security policies on its corporate 
Intranet. 
2.3 Responsibility and accountability for 
the entity’s system processing 
integrity and related security 
policies, and changes/updates to 
Management has assigned responsibilities for the enforcement of 
the company’s processing integrity policies to the chief financial 
officer (CFO). The Network Operations Team is responsible for 
implementing the company’s security policies under the direction 
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those policies are communicated to 
entity personnel responsible for 
implementing them. 
 
of the Chief Information Officer (CIO). Others on the Executive 
Committee assist in the review and update of the policy as 
outlined in the Executive Committee Handbook. 
The Network Operations Team has custody of and is responsible 
for the day-to-day maintenance of the company’s security 
policies, and recommends changes to the CIO and the IT 
Steering Committee. 
Processing integrity and related security commitments are 
reviewed with the Customer Account Managers as part of the 
annual IT planning process. 
2.4 The process for obtaining support 
and informing the entity about 
system processing integrity issues, 
errors and omissions, and breaches 
of systems security and for 
submitting complaints is 
communicated to authorized users.  
 
The process for customers and external users to inform the 
company of possible processing integrity issues, security 
breaches and other incidents is posted on the company’s Web 
site and/or is provided as part of the new user welcome kit. 
The company’s user training and security awareness programs 
include information concerning the identification of processing 
integrity issues, possible security breaches and the process for 
informing the Network Operations Team. 
Documented procedures exist for the identification and escalation 
of system processing integrity issues, security breaches and 
other incidents. 
2.5 Changes that may affect system 
processing integrity and system 
security are communicated to 
management and users who will be 
affected. 
 
Changes that may impact customers and users and their 
processing integrity and related security obligations or the 
company’s processing integrity and related security commitments 
are highlighted on the company’s Web site. 
Changes that may impact processing integrity and related system 
security are reviewed and approved by affected customers under 
the provisions of the standard services agreement before 
implementation of the proposed change. 
Planned changes to system components and the scheduling of 
those changes are reviewed as part of the monthly IT Steering 
Committee meetings. 
Changes to system components including those that may impact 
system security, require the approval of the Manager, Network 
Operations and the sponsor of the change, before 
implementation. 
There is periodic communication of changes including changes 
that impact system security. 
Changes are incorporated into the company’s on-going user 
training and security awareness programs. 
3.0 Procedures: The entity utilizes procedures to achieve the documented system processing 
integrity objectives in accordance with its defined system processing integrity policies. 
3.1 The procedures related to 
completeness, accuracy, timeliness 
and authorization of inputs are 
consistent with the documented 
system processing integrity policies. 
If the system is an electronic 
commerce system, the entity’s 
procedures include, but are not 
necessarily limited to, the following 
matters: 
The company has established data preparation procedures to be 
followed by user departments.  
Data entry screens contain field edits and range checks, and 
input forms are designed to reduce errors and omissions. 
Source documents are reviewed for appropriate authorizations 
prior to input. 
Error handling procedures are followed during data origination to 
ensure that errors and irregularities are detected, reported and 
corrected. 
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• The entity checks each request 
or transaction for accuracy and 
completeness. 
• Positive acknowledgment is 
received from the customer 
before the transaction is 
processed. 
 
Original source documents are retained on image management 
systems for a minimum of seven years, to facilitate the retrieval 
or reconstruction of data as well as to satisfy legal requirements. 
Logical access controls restrict data entry capability to authorized 
personnel. (See 3.5 in this section) 
The customer account manager performs a regular review of 
customer complaints, backorder logs and other transactional 
analysis. This information is compared to customer service 
agreements. 
Because of the Web-based nature of the input process the 
nature of the controls to achieve the criterion set out in 3.1 
may take somewhat different forms such as: 
• Web scripts contain error checking for invalid inputs. 
• The company’s order processing system contains edits, 
validity and range checks which are applied to each order to 
check for accuracy and completeness of information before 
processing. 
• Before a transaction is processed by the company, the 
customer is presented with a request to confirm the intended 
transaction and the customer is required to click on the "Yes, 
please process this order" button before the transaction is 
then processed. 
• The company e-mails an order confirmation to the customer 
supplied e-mail address. The order confirmation contains 
order details, shipping and delivery information and a link to 
an on-line customer order tracking service. Returned e-mails 
are investigated by Customer Service. 
3.2 The procedures related to 
completeness, accuracy, timeliness 
and authorization of system 
processing, including error 
correction and database 
management, are consistent with 
documented system processing 
integrity policies. 
If the system is an electronic 
commerce system, the entity’s 
procedures include, but are not 
necessarily limited to, the following 
matters: 
• The correct goods are shipped 
in the correct quantities in the 
time frame agreed, or services 
and information are provided to 
the customer as requested 
• Transaction exceptions are 
promptly communicated to the 
customer 
• Incoming messages are 
processed and delivered 
accurately and completely to 
the correct IP address. 
• Outgoing messages are 
Responsibility for order processing, application of credits and 
cash receipts, custody of inventory, user account management 
and database management have been segregated.  
The company’s documented SDLC methodology is used in the 
development of new applications and the maintenance of existing 
applications. The methodology contains required procedures for 
user involvement, testing, conversion and management 
approvals of system processing integrity features. 
Computer operations and job scheduling procedures exist, are 
documented, and contain procedures and instructions for 
operations personnel regarding system processing integrity 
objectives, policies and standards. Exceptions require the 
approval of the Manager, Computer Operations. 
The company’s application systems contain edit and validation 
routines to check for incomplete or inaccurate data. Errors are 
logged, investigated, corrected and resubmitted for input. 
Management reviews error logs daily to ensure that errors are 
corrected on a timely basis. 
End-of-day reconciliation procedures include the reconciliation of 
the number of records accepted to the number of records 
processed to the number of records output. 
Additional controls included in the company’s e-commerce 
system are: 
• Packing slips are created from the customer sales order 
and checked by warehouse staff as the order is packed. 
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processed and delivered 
accurately and completely to 
the service provider's (SP’s) 
Internet access point. 
• Messages remain intact while 
in transit within the confines of 
the SP’s network. 
 
• Commercial delivery methods are used that reliably meet 
expected delivery schedules. Vendor performance is 
monitored and assessed periodically. 
• Service delivery targets are maintained and actual 
services provided are monitored against such targets.  
• The company uses a feedback questionnaire to confirm 
customer satisfaction with completion of service or 
delivery of information to the customer. 
• Computerized backorder records are maintained and are 
designed to notify customers of backorders within twenty-
four hours. Customers are given the option to cancel a 
backorder or have an alternate item delivered. 
• Monitoring tools are used to continuously monitor latency, 
packet loss, hops and network performance. 
• The organization maintains network integrity software and 
has documented network management policies. 
• Appropriately documented escalation procedures are in 
place to initiate corrective actions to unfavorable network 
performance. 
3.3 The procedures related to 
completeness, accuracy, timeliness 
and authorization of outputs are 
consistent with the documented 
system processing integrity policies. 
If the system is an electronic 
commerce system, the entity’s 
procedures include, but are not 
necessarily limited to, the following 
matters: 
• The entity displays sales prices 
and all other costs and fees to 
the customer before 
processing the transaction. 
• Transactions are billed and 
electronically settled as 
agreed. 
• Billing or settlement errors are 
promptly corrected. 
Written procedures exist for the distribution of output reports that 
conform to the system processing integrity objectives, policies 
and standards. 
Control clerks reconcile control totals of transaction input to 
output reports daily, on both a system-wide and an individual 
customer basis. Exceptions are logged, investigated and 
resolved. 
The Customer Service department logs calls and customer 
complaints. An analysis of customer calls, complaints, backorder 
logs and other transactional analysis and comparison to the 
company’s processing integrity policies is reviewed at monthly 
management meetings and action plans are developed and 
implemented as necessary.  
Additional controls included in the company’s e-commerce 
system are: 
• All costs, including taxes, shipping and duty costs, and the 
currency used, are displayed to the customer. Customer 
accepts the order, by clicking yes, before the order is 
processed. 
• Customers have the option of printing, before an order is 
processed, an “order confirmation” on-line for future 
verification with payment records (such as credit card 
statement) detailing all information of the order (such as 
item(s) ordered, sales prices, costs, sales taxes and 
shipping charges). 
• All foreign exchange rates are displayed to the customer 
before performing a transaction involving foreign currency. 
• Billing or settlement errors are followed up and corrected 
within twenty-four hours of reporting by the customer. 
3.4 There are procedures to enable 
tracing of information inputs from 
their source to their final disposition 
and vice versa
Input transactions are date/time stamped by the system and 
identified with the submitting source (user, terminal, IP address). 
Each order has a unique identifier that can be used to access 
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and vice versa. 
 
order and related shipment and payment settlement information. 
This information can also be accessed by customer name and 
dates of order, shipping or billing. 
The company maintains transaction histories for a minimum of 
ten years. Order history information is maintained on-line for 3 
years and is available for immediate access by customer service 
representatives. After 3 years, this information is maintained in 
off-line storage. 
Original source documents are retained on image management 
systems for a minimum of seven years, to facilitate the retrieval 
or reconstruction of data as well as to satisfy legal requirements. 
The company performs an annual audit of tapes stored at the off-
site storage facility. As part of the audit, tapes at the off-site 
location are matched to the appropriate tape management 
system. 
 Security related criteria relevant to the system’s processing integrity. 
3.5 Procedures exist to restrict logical 
access to the defined system 
including, but not limited to, the 
following matters: 
a. Registration and authorization of 
new users. 
b. Identification and authentication 
of authorized users. 
c. The process to make 
changes/updates to user 
profiles. 
d. The process to grant system 
access privileges/permissions. 
e. Distribution of output restricted 
to authorized users. 
f. Restriction of logical access to 
offline storage, backup data, 
systems and media. 
g. Restriction of access to system 
configurations, superuser 
functionality, master passwords, 
powerful utilities and security 
devices (e.g., firewalls). 
 
a. Registration and authorization of new users 
• Customers can self-register on the company’s Web site, 
under a secure session in which to provide new user 
information and select an appropriate user ID and 
password. Privileges and authorizations associated with 
self-registered customer accounts provide specific 
limited system functionality. 
• The ability to create or modify users and user access 
privileges (other than the limited functionality “customer 
accounts”) is limited to the security administration team. 
• The line of business supervisor authorizes access 
privilege change requests for employees and 
contractors. Customer access privileges beyond the 
default privileges granted during self-registration are 
approved by the Customer Account Manager. Proper 
segregation of duties is considered in granting 
privileges. 
b. Identification and authentication of users 
• Users are required to log on to the company’s network 
and application systems with their user ID and 
password before access is granted. Unique user IDs 
are assigned to individual users. Passwords must 
contain at least six characters, one of which is non-
alphanumeric. Passwords are case sensitive and need 
to be updated every ninety days. 
c. Changes/updates to user profiles 
• Changes/updates to self-registered customer accounts 
can be done by the individual user at any time on the 
company’s Web site after the user has successfully 
logged into the system. Changes are reflected 
immediately. 
• Unused customer accounts (no activity for 6 months) 
are purged by the system. 
• Changes to other accounts and profiles are restricted to 
the security administration team and require the 
approval of the appropriate line of business 
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supervisor/Customer Account Manager. 
• Accounts for terminated employees are deactivated 
upon notice of termination being received from Human 
Resources. 
d. Granting of system access privileges/permissions 
• All paths that allow access to significant information 
resources are controlled by the access control system 
and operating system facilities. Access requires users to 
provide their user ID and password. Privileges are 
granted to authenticated users based on their user 
profiles. 
• The login session is terminated after three unsuccessful 
login attempts. Terminated log-in sessions are logged 
for follow-up 
  e. Distribution of output  
• Access to computer processing output is provided to 
authorized individuals based on the classification of the 
information. 
• Processing outputs are stored in an area that reflects 
the classification of the information. 
f. Logical access to off-line storage, backup data, systems and 
media 
• Logical access to off-line storage, backup data, systems 
and media is limited to Computer Operations staff. 
g. Access to system configurations, superuser functionality, 
master passwords, powerful utilities and security devices. 
• Hardware and operating system configuration tables are 
restricted to Network Operations team. 
• Application software configuration tables are restricted 
to authorized users and under the control of application 
change management software. 
• Hardware and operating system configuration tables are 
restricted to Network Operations team. 
• Application software configuration tables are restricted 
to authorized users and under the control of application 
change management software. 
• Utility programs that can read, add, change, or delete 
data or programs are restricted to authorized Technical 
Services staff. Usage is logged and monitored by 
Manager Computer Operations. 
• The Information Security Team, under the direction of 
the CIO maintains access to firewall and other logs, as 
well as access to any storage media. Any access is 
logged and reviewed quarterly. 
• A listing of all master passwords is stored in an 
encrypted database and an additional copy is 
maintained in a sealed envelope in the company safe. 
3.6 Procedures exist to restrict physical 
access to the defined system 
including, but not limited to facilities, 
Physical access to the computer rooms, which house the 
company’s IT resources, servers and related hardware such as 
firewalls and routers, is restricted to authorized individuals by 
 
Trust Services Principles and Criteria © 2002 AICPA / CICA  Version 1.0 
 
Page 38 
Processing Integrity Principle and Criteria (continued) 
 Criteria Illustrative controls 
offline storage media, backup 
media and systems, and other 
system components such as 
firewalls, routers and servers. 
 
card key systems and monitored by video surveillance.  
Physical access cards are managed by Building Security. Access 
card usage is logged. Logs are maintained and reviewed by 
Building Security.  
Requests for physical access privileges to the company’s 
computer facilities require the approval of the Manager, 
Computer Operations. 
Documented procedures exist for the identification and escalation 
of potential security breaches. 
Off-site backup data and media are stored at service provider 
facilities. Access to off-site data and media requires the approval 
of the Manager, Computer Operations. 
3.7 Procedures exist to protect against 
unauthorized logical access to the 
defined system. 
 
Login sessions are terminated after three unsuccessful login 
attempts. Terminated login sessions are logged for follow-up by 
the Security Administrator. 
Virtual Private Networking (VPN) software is used to permit 
remote access by authorized users. Users are authenticated by 
the VPN server through specific “client” software and user ID and 
passwords. 
Firewalls are used and configured to prevent unauthorized 
access. Firewall events are logged and reviewed daily by the 
Security Administrator. 
Unneeded network services (e.g., telnet, ftp and http) are 
deactivated on the company’s servers. A listing of the required 
and authorized services is maintained by the IT department. This 
list is reviewed by company management on a routine basis for 
its appropriateness for the current operating conditions.  
Intrusion detection systems are used to provide continuous 
monitoring of the company’s network and provide early 
identification of potential security breaches. 
The company contracts with third parties to conduct periodic 
security reviews and vulnerability assessments. Results and 
recommendations for improvement are reported to management. 
3.8 Procedures exist to protect against 
infection by computer viruses, 
malicious codes, and unauthorized 
software. 
 
In connection with other security monitoring, the Network 
Operations Team participates in user groups and subscribes to 
services relating to computer viruses. 
Anti-virus software is in place including virus scans of incoming e-
mail messages. Virus signatures are updated at least weekly. 
Any viruses discovered are reported to the security team and an 
alert is created for all users notifying them of a potential virus 
threat. 
3.9 Encryption or other equivalent 
security techniques are used to 
protect transmissions of user 
authentication and other information 
provided subsequent to 
authentication and passed over the 
Internet or other public networks. 
 
The company uses 128-bit SSL encryption for transmission of 
private or confidential information over public networks, including 
user ID and password. Users are required to upgrade their 
browser to the most current version tested and approved for use 
by the Network Operations Team to avoid possible security 
problems. 
Account activity, subsequent to successful log-in is encrypted 
through a 128-bit SSL session. Users are logged-out on request 
(by selection the “Sign-out” button on the Web site) or after 10 
minutes of inactivity. 
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3.10 Procedures exist to identify, report 
and act upon system integrity 
issues and related security 
breaches and other incidents. 
 
Users are provided instructions for communicating system 
processing integrity issues and potential security breaches to the 
IT hot-line. Processing integrity issues are escalated to the 
Manager, Computer Operations. The Information Security team 
investigates security related incidents reported through customer 
hot-lines and e-mail. 
Production run and automated batch job scheduler logs are 
reviewed each morning and processing issues identified, 
escalated and resolved. 
Intrusion detection and other tools are used to identify, log and 
report potential security breaches and other incidents. The 
system notifies the Network Administrator and the Information 
Security Team via e-mail and pager of potential incidents in 
progress.  
Incident logs are monitored and evaluated by the Information 
Security Team daily. 
Documented incident identification and escalation procedures are 
approved by management. 
3.11 Procedures exist to provide that 
issues of noncompliance with 
system processing integrity and 
related security policies are 
promptly addressed and that 
corrective measures are taken on a 
timely basis. 
 
Computer operations team meetings are held each morning to 
review previous day’s processing. Processing issues are 
discussed, including remedial action taken, and additional action 
plans are developed, where necessary, and implemented. 
Standard procedures exist for the review, documentation, 
escalation and resolution of system processing problems. 
Company management routinely evaluates the level of 
performance it receives from the ISP which hosts the company’s 
Web site. This evaluation is done by evaluating the security 
controls the ISP has in place by an independent 3rd party as well 
as by following up with the ISP management on any open items 
or causes for concern. 
Processing integrity and related security issues are recorded and 
accumulated in a problem report. Corrective action is noted and 
monitored by management. 
On a routine basis, processing integrity and related security 
polices, controls and procedures are audited by the internal audit 
department. Results of such examinations are reviewed by 
management, a response is prepared, and a remediation plan is 
put in place. 
 Criteria related to the system components used to achieve the objectives 
3.12 Design, acquisition, 
implementation, configuration, 
modification and management of 
infrastructure and software related 
to processing integrity and security 
are consistent with defined 
processing integrity and related 
security policies. 
 
The company has adopted a formal systems development life 
cycle (SDLC) methodology that governs the development, 
acquisition, implementation and maintenance of computerized 
information systems and related technology.  
The SDLC methodology includes a framework for assigning 
ownership of systems and classifying data. Process owners are 
involved in development of user specifications, solution selection, 
testing, conversion and implementation.  
Owners of the information and data classify its sensitivity and 
determine the level of protection required to maintain an 
appropriate level of security. 
The Network Operations Team reviews and approves the 
architecture and design specifications for new systems 
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development and/or acquisition to ensure consistency with the 
company’s security objectives, policies and standards.  
Process owner review and approval of test results and 
authorization is required for implementation of changes. 
3.13 Procedures exist to provide that 
personnel responsible for the 
design, development, 
implementation and operation of 
systems affecting processing 
integrity and security are qualified 
to fulfill their responsibilities. 
 
A separate systems quality assurance group has been 
established reporting to the CIO. 
The company has written job descriptions describing the 
responsibilities and academic and professional requirements for 
key job positions. 
Hiring procedures include a comprehensive screening of 
candidates for key positions and consideration whether the 
verified credentials are commensurate with the proposed 
position. New personnel are offered employment subject to 
background checks and reference validation. 
Candidates, including internal transfers, are approved by the Line 
of Business manager prior to offering the employment position. 
Periodic performance appraisals are performed by employee 
supervisors and include the assessment and review of 
professional development activities. 
Personnel receive training and development in computer 
operations, system design and development, testing and security 
concepts and issues. 
Procedures are in place to provide alternate personnel for key 
system processing functions in case of absence or departure. 
 Maintainability related criteria applicable to the system’s processing integrity 
3.14 Procedures exist to maintain 
system components, including 
configurations consistent with the 
defined system processing integrity 
and related security policies. 
 
Company management receives a third-party opinion on the 
adequacy of security controls, and routinely evaluates the level of 
performance it receives (in accordance with its contractual 
service level agreement) from the services provider that hosts the 
company’s systems and Web site.  
The IT department maintains a listing of all software and the 
respective level, version and patches that have been applied. 
Requests for changes, system maintenance, and supplier 
maintenance are standardized and subject to documented 
change management procedures. Changes are categorized and 
prioritized, and procedures are in place to handle urgent matters. 
Change requestors are kept informed about the status of their 
requests. 
Staffing, infrastructure and software requirements are periodically 
evaluated and resources are allocated consistent with the 
company’s security policies. 
System configurations are tested annually, and evaluated against 
the company’s security policies and current service level 
agreements. An exception report is prepared and remediation 
plans are developed and tracked. 
The IT Steering Committee, which includes representatives from 
the lines of business and customer support, meets monthly and 
reviews anticipated, planned or recommended changes to the 
company’s security policies including the potential impact of 
legislative changes. 
3.15 Procedures exist to provide that 
only authorized, tested and 
Senior management has implemented a division of roles and 
responsibilities that segregates incompatible functions.  
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documented changes are made to 
the system. 
 
responsibilities that segregates incompatible functions.  
The company’s documented systems development methodology 
describes the change initiation, software development and 
maintenance, testing and approval processes, as well as the 
standards and controls that are embedded in the processes. 
These include programming, documentation and testing 
standards. 
Requests for changes, system maintenance, and supplier 
maintenance are standardized and subject to documented 
change management procedures. Changes are categorized and 
prioritized, and procedures are in place to handle urgent matters. 
Change requestors are kept informed about the status of their 
requests. 
Changes to system infrastructure and software are developed 
and tested in a separate development/test environment prior to 
implementation into production. 
As part of the change control policies and procedures, there is a 
“promotion” process (e.g., from “test” to “staging” to “production”). 
Promotion to production requires the approval of the business 
owner who sponsored the change, and the Manager, Computer 
Operations. 
When changes are made to key systems components, there is a 
"back-out" plan developed for use in the event of major 
interruption(s). 
3.16 Procedures exist to provide that 
emergency changes are 
documented and authorized 
(including after-the-fact approval). 
 
Requests for changes, system maintenance, and supplier 
maintenance are standardized and subject to documented 
change management procedures. Changes are categorized and 
prioritized, and procedures are in place to handle urgent matters. 
Change requestors are kept informed about the status of their 
requests. 
Emergency changes that require deviations from standard 
procedures are logged and reviewed by IT management daily 
and reported to the affected Line of Business manager. 
Permanent corrective measures follow the company’s change 
management process including line of business approvals. 
 Availability related criteria applicable to the system’s processing integrity 
3.17 Procedures exist to protect the 
system against potential risks (e.g., 
environmental risks, natural 
disasters and routine operational 
errors and omissions) that could 
impair system processing integrity. 
 
A risk assessment is prepared and reviewed on a regular basis or 
when a significant change occurs in either the internal or external 
physical environment. Threats such as fire, flood, dust, excessive 
heat and humidity, and labor problems have been considered. 
Management maintains measures to protect against 
environmental factors (for example, fire, dust, power and 
excessive heat and humidity) based on its risk assessment. The 
company’s controlled areas are protected against fire using both 
smoke detectors and a fire suppression system. Water detectors 
are installed within the raised floor areas. 
The company site is protected against a disruption in power 
supply to the processing environment by both uninterruptible 
power supplies (UPS) and emergency power supplies (EPS). 
This equipment is tested semi-annually. 
Preventive maintenance agreements and scheduled 
maintenance procedures are in place for key system hardware 
components. 
Vendor warranty specifications are complied with and tested to 
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determine if the system is properly configured.  
Procedures to address minor processing errors, outages and 
destruction of records are documented. 
Procedures exist for the identification, documentation, escalation, 
resolution and review of problems. 
Physical and logical security controls are implemented to reduce 
the opportunity for unauthorized actions that could impair system 
processing integrity. (See 3.4-3.10) 
3.18 Procedures exist to provide for 
restoration and disaster recovery 
consistent with the entity’s defined 
processing integrity policies. 
 
Management has implemented a comprehensive strategy for 
backup and restoration based on a review of business 
requirements. Backup procedures for the company are 
documented and include redundant servers, daily incremental 
backups of each server, and a complete backup of the entire 
week’s changes on a weekly basis. Daily and weekly backups 
are stored offsite in accordance with the company’s system 
availability policies. 
Disaster recovery and contingency plans are documented. 
The disaster recovery plan defines the roles and responsibilities 
and identifies the critical information technology application 
programs, operating systems, personnel, data files, and time 
frames needed to assure high availability and system reliability 
based on the business impact analysis. 
The Business Continuity Planning (BCP) Coordinator reviews 
and updates the Business Impact Analysis with the lines of 
business annually. 
Disaster recovery and contingency plans are tested annually in 
accordance with the company’s system availability policies. 
Testing results and change recommendations are reported to the 
company’s management committee. 
The company’s management committee reviews and approves 
changes to the disaster recovery plan. 
All critical personnel identified in the business continuity plan hold 
current versions of the plan, both on-site and off-site. An 
electronic version is stored off-site. 
3.19 Procedures exist to provide for the 
completeness, accuracy and 
timeliness of backup data and 
systems. 
 
Backups are performed in accordance with the company’s 
defined backup strategy, and usability of backups is verified at 
least annually. 
Automated backup processes include procedures for testing the 
integrity of the backup data. 
Backup systems and data are stored off-site at the facilities of a 
third-party service provider. 
Under the terms of its service provider agreement, the company 
performs an annual verification of media stored at the off-site 
storage facility. As part of the verification, media at the off-site 
location are matched to the appropriate media management 
system. The storage site is reviewed bi-annually for physical 
access security and security of data files and other items. 
Backup systems and data are tested as part of the annual 
disaster recovery test. 
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4.0 Monitoring: The entity monitors the system and takes action to maintain compliance with the 
documented system processing integrity policies.  
4.1 System processing integrity and 
security performance is periodically 
reviewed and compared with the 
defined system processing integrity 
and related security policies. 
 
System processing is monitored using system monitoring tools by 
on-site operations staff 24 hours a day, seven days a week. 
Processing logs, performance and security incident statistics and 
comparisons to approved targets are reviewed by the Operations 
team daily and are accumulated and reported to the IT Steering 
Committee monthly. 
The Customer Service group monitors system processing and 
related customer complaints. It provides a monthly report of such 
matters together with recommendations for improvement, which 
are considered and acted up at the monthly IT Steering 
Committee meetings.  
The information security team monitors the system and assesses 
the system vulnerabilities using proprietary and other tools. 
Potential risk is evaluated and compared to SLA's and other 
obligations of the company. Remediation plans are proposed and 
implementation is monitored. 
The company contracts with third parties to conduct periodic 
security reviews and vulnerability assessments. The internal audit 
function conducts processing integrity and system security 
reviews as part of its annual audit plan. Results and 
recommendations for improvement are reported to management. 
4.2 There is a process to identify and 
address potential impairments to 
the entity’s ongoing ability to 
achieve its objectives in accordance 
with its defined system processing 
integrity and related security 
policies. 
 
System processing is monitored using system monitoring tools by 
on-site operations staff 24 hours a day, seven days a week. 
Processing logs, performance and security incident statistics and 
comparisons to approved targets are reviewed by the Operations 
team daily and are accumulated and reported to the IT Steering 
Committee monthly. 
Future system processing performance and capacity 
requirements are projected and analyzed as part of the annual IT 
planning and budgeting process.  
Logs are analyzed to identify trends that may have a potential 
impact on the company’s ability to achieve its system processing 
integrity and related security objectives. 
Monthly IT staff meetings are held to address system processing, 
capacity and security concerns and trends; findings are 
discussed at quarterly management meetings. 
4.3 Environmental and technological 
changes are monitored and their 
impact on system processing 
integrity and security is assessed 
on a timely basis. 
 
The company’s data processing facilities include climate and 
environmental monitoring devices. Deviations from optimal 
performance ranges are escalated and resolved. 
Senior management, as part of its annual IT planning process, 
considers developments in technology and the impact of 
applicable laws or regulations on the company’s processing 
integrity and related security policies.  
The company’s Customer Service group monitors the impact of 
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Online Privacy Principle and Criteria 
The Online Privacy principle focuses on protecting the privacy of personal information an 
organization may collect from its customers through its electronic commerce systems. While the 
controls an organization may have in place to protect such information may extend beyond its 
Web-based systems and may even include its service providers, it is not the intent of this 
principle to address protection of the privacy of all personal information an entity may collect, 
from all sources. The AICPA/CICA has established a separate Task Force to consider principles 
and criteria relevant to Enterprise Wide Privacy. 
 
Electronic commerce facilitates the gathering of information from and about individuals and its 
subsequent exchange with other entities. Some consumers like this because it allows them to 
receive targeted marketing materials, which focus on their needs. On the other hand, many 
consumers consider such uses of information about them to be an invasion of their privacy. For 
this reason, it is important that entities inform their customers about the kinds of information that 
are collected about them, the uses of such information, customer options, and related matters. 
In addition, many countries have implemented laws and regulations covering the privacy of 
information obtained through e-commerce. 
 
Privacy can have many aspects, but for purposes of this document and the corresponding 
criteria, privacy is defined as the protection of the collection, storage, destruction and 
dissemination of personal information. Personal information is defined as any information 
relating to an identified or identifiable individual. Such information includes but is not limited to 
the customer’s name, address, telephone number, social security/insurance or other 
government identification numbers, employer, credit card numbers, personal or family financial 
information, personal or family medical information, employment history, history of purchases or 
other transactions, credit records, and similar information. Sensitive information is defined as 
personal information specifying medical or health conditions, racial or ethnic origin, political 
opinions, religious or philosophical beliefs, trade union membership, sexual preferences, or 
information related to offences or criminal convictions.5 The term “private information” is used to 
identify that information for which an entity is required, or has committed to maintain its privacy, 
and may consist of personal, sensitive or other information. 
 
It is important for consumers to have confidence that an entity takes appropriate steps to protect 
personal information. Although it can be relatively easy to establish an electronic commerce 
system, the underlying technology can be complex and can entail a multitude of information 
protection and related security issues. The privacy of information transmitted over the Internet, 
or other public networks can be relatively easily compromised. Without the use of basic 
encryption techniques for example, consumer credit card numbers can be intercepted and 
stolen during transmission. Without appropriate firewalls and other security practices, personal 
information residing on an entity’s e-commerce computer system can be intentionally or 
unintentionally provided to third parties not related to the entity’s business. 
Privacy Concepts  
The following concepts are commonly used to facilitate the creation and implementation of 
privacy policies and practices: 
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NOTICE – An entity should inform customers about (1) the purposes for which 
information is collected, (2) uses of the information provided, (3) the manner in which the 
customer can contact the entity to change or update information provided by the 
customer, (4) other parties to whom information is shared, and (5) the choices for the 
customer to limit the use of information provided or the consequences to the customer if 
certain information is not provided. 
 
CHOICE – The entity should offer customers to choose (or opt-out) whether their 
personal information is disclosed to third parties. For sensitive information, the entity 
should provide an explicit (opt-in) choice if information is to be disclosed to a third party 
or for a purpose other than that for which is was originally collected. 
 
ONWARD TRANSFER – The entity should apply the Notice and Choice guidelines in 
order to transmit information to other entities or parties not a part of the original 
transaction. 
 
SECURITY – The entity that gathers, maintains, or uses personal information must take 
reasonable precautions to protect the information from loss, misuse, unauthorized 
access, disclosure, alteration and destruction. 
 
DATA INTEGRITY – The entity should take reasonable care that the information it 
collects, whether personal or sensitive, be relevant for the purposes for which it is to be 
used. 
 
ACCESS – Customers should have access to their own personal or sensitive 
information for the purposes of correction, update and deletion. 
 
ENFORCEMENT – The entity should provide procedures for assurance of compliance 
with its own privacy policies and independent recourse procedures to address any 
unresolved complaints and disputes. 
 
Global Impact of Privacy Criteria 
E-commerce by its nature is global. As companies cross international boundaries, they are 
faced with the challenges of meeting standards and complying with laws regarding privacy. 
Organizations who wish to tap into the global marketplace without adequate privacy standards 
and disclosures may face prohibitions or restrictions on how they do business. 
 
Consumers from around the world are concerned about how their information will be used, how 
it is protected, what process is in place that will allow them to correct erroneous information, and 
who will have access to this information. Without proper controls and without proper related 




As a result of the unique nature of e-commerce, customers are concerned about how their 
complaints are addressed. If a Web site is unwilling or unable to address a consumer’s 
concerns, what recourse does the consumer have? If the consumer is in one country and the 
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business is in another, how will the consumer’s rights be protected? Some governments already 
require consumer recourse procedures to ensure consumer protection. Traditional dispute 
resolution through the court system can be time-consuming and expensive. 
 
A third-party dispute mechanism (such as those offered by the National Arbitration Forum) can 
provide an effective means for consumer recourse. All such mechanisms should conform to the 
Principles of Arbitration in Appendix 1 “Consumer Arbitration”. For countries that have programs 
mandated by regulatory bodies, that program would be followed and disclosed on its e-
commerce systems. 
 
The Online Privacy criteria require that the entity both commit to the use of third-party dispute 
resolution mechanism that conforms to the Principles of Arbitration in Appendix A and that the 
entity disclose its procedures for consumer recourse for issues not resolved by the entity6. Such 
third-party dispute resolution (that meets the requirements in Appendix A) may be provided by 




 Criteria Illustrative controls 
 Private information obtained as a result of electronic commerce is collected, used, disclosed and 
retained in conformity with the entity’s privacy policies.  
1.0 Policies: The entity has defined and documented its policies regarding the protection of private 
information obtained as a result of electronic commerce.  
1.1 The entity’s privacy and related 
security policies are established 
and periodically reviewed and 
approved by a designated individual 
or group. 
The company’s documented systems development and acquisition 
process includes procedures to identify and document authorized 
users of the system and their online privacy requirements. 
User requirements are documented in service-level agreements or 
other documents.  
The Chief Privacy Officer reviews the company’s privacy and related 
security policies annually. Proposed changes are submitted as 
needed for the approval by the Executive Committee. 
1.2 The entity’s on-line privacy and 
related security policies include, but 
are not limited to, the following 
matters: 
a. Identification and documentation 
of the on-line privacy and 
related security requirements of 
authorized users. 
b. Allowing access, the nature of 
that access, and who authorizes 
such access. 
c. Preventing unauthorized 
access. 
The company’s documented on-line privacy and related security 
policies contain the elements set out in criterion 1.2. 
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 Criteria Illustrative controls 
 d. The procedures to add new 
users, modify the access levels 
of existing users, and remove 
users who no longer need 
access. 
e. Assignment of responsibility and 
accountability for on-line privacy 
and related security. 
f. Assignment of responsibility and 
accountability for system 
changes and maintenance. 
 
 g. Testing, evaluating and 
authorizing system components 
before implementation. 
Addressing how complaints and 
requests relating to on-line 
privacy and related security 
issues are resolved, and use of 
a third-party dispute resolution 
process that conforms to the 
Principles of Arbitration. (see 
Appendix 1) 
h. The procedures to handle on-
line privacy and related security 
breaches and other incidents. 
i. Provision for allocation for 
training and other resources to 
support its on-line privacy and 
related system security policies. 
Provision for the handling of 
exceptions and situations not 
specifically addressed in its on-
line privacy and related system 
security policies. 
j. Provision for the identification 
of, and consistency with 
applicable laws and regulations, 
defined commitments, service 
level agreements and other 
contracts. 
k. Providing notice to the customer 
regarding the information 
collected. 
l. Providing choice to the 
customer regarding the type(s) 
of information gathered and any 
options the customer has 
regarding the collection of this 
information. 
m. Permitting access by the 
customer to his or her personal 
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 Criteria Illustrative controls 




Responsibility and accountability for 
the entity’s on-line privacy and 
related system security policies, 
and changes/updates to those 
policies are assigned. 
Management has assigned responsibilities for the maintenance and 
enforcement of the company security policy to the Chief Privacy 
Officer (CPO). Others on the Executive Committee assist in the 
review, update and approval of the policy as outlined in the Executive 
Committee Handbook. 
Ownership and custody of significant information resources (for 
example, data, programs, and transactions) and responsibility for 
establishing and maintaining security over such resources is defined. 
2.0 Communications: The entity has communicated the defined policies regarding the protection of 
private information to internal and external users.  
2.1 The entity has defined and 
communicated a description of the 
electronic commerce system. 
The company has posted a system description on its Web site. For 
an example of a system description for an e-commerce system refer 
to Appendix 2. 
2.2 The on-line privacy and related 
security obligations of users and the 
entity’s on-line privacy and related 
security commitments to users are 
communicated to authorized users 
and disclosed on its Web site. 
These disclosures include, but are 
not limited to, the following matters: 
a. The specific kinds and sources 
of information being collected 
and maintained, the use of that 
information, and possible third-
party distribution of that 
information. 
If information is provided to third 
parties, disclosure includes any 
limitation on the reliance on the 
third party’s privacy practices 
and controls. Lack of such 
disclosure indicates that the 
entity is relying on the third 
party’s privacy practices and 
controls that meet or exceed 
those of the entity. 
Such third-parties might include: 
• Parties who participate in 
completing the transaction 
(for example, credit card 
processors, delivery 
services, and fulfillment 
organizations) 
• Parties not related to the 
transaction (for example, 
marketing organizations to 
whom information is 
provided) 
The company’s disclosed user obligations and privacy and related 
security commitments contain the elements set out in criterion 2.2. 
 
For its internal users (employees and contractors), the company’s 
policies relating to on-line privacy are reviewed with new employees 
and contractors as part of their orientation and the key elements of 
the policies and their impact on the employee are discussed. New 
employees must sign a statement signifying that they have read, 
understand and will follow these policies. Each year, as part of their 
performance review, employees must reconfirm their understanding 
of and compliance with the company’s policies. Security and privacy 
obligations of contractors are detailed in their contract. 
A privacy awareness program has been implemented to 
communicate the company’s on-line privacy and related security 
policies to employees.  
The company publishes its on-line privacy and related security 
policies on its corporate Intranet. 
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 b. Choices regarding how 
personal information collected 
from an individual online may 
be used and/or distributed. 
Individuals are given the 
opportunity to opt-out of such 
use, by either not providing 
such information or denying its 
distribution to parties not 
involved with the transaction. 
 
 c. Sensitive information needed for 
the e-commerce transaction. 
Individuals must opt-in before 
this information is gathered and 
transmitted. 
 
 d. The consequences, if any, of an 
individual's refusal to provide 
information or of an individual’s 
decision to opt-out (or not opt-
in) of a particular use of such 
information. 
 
 e. How personal information 
collected can be reviewed and, 
if necessary, corrected or 
removed. 
 
2.3 If the entity’s Web site uses cookies 
or other tracking methods (e.g., 
Web bugs and middleware), the 
entity discloses how they are used. 
If the customer refuses cookies, the 
consequences, if any, of such 
refusal are disclosed. 
The company discloses its use of cookies on its Web site. 
2.4 The process for obtaining support 
and informing the entity about 
breaches of on-line privacy and 
systems security is communicated 
to authorized users. 
The process for customers and external users to inform the company 
of possible privacy and related security breaches and other incidents 
is posted on the company’s Web site. 
The company’s privacy awareness program includes information 
concerning the identification of possible security breaches and the 
process for informing the Network Operations Team. 
Documented procedures exist for the identification and escalation of 
privacy and security breaches and other incidents. 
2.5 The entity discloses its procedures 
for consumer recourse for issues 
regarding privacy that are not 
resolved by the entity. These 
complaints may relate to collection, 
use and distribution of private 
information, and the consequences 
for failure to resolve such 
complaints. This resolution process 
has the following attributes:  
a. Management's commitment to 
use a specified third-party 
dispute resolution service or 
other process mandated by 
The company discloses its consumer recourse procedures on its 
Web site. 
Online Privacy Principle and Criteria (continued) 
 Criteria Illustrative controls 
regulatory bodies in the event 
the customer is not satisfied 
with the entity's proposed 
resolution of such a complaint 
together with a commitment 
from such third party to handle 
such unresolved complaints. 
Procedures to be followed in 
resolving such complaints, first 
with the entity and, if necessary, 
with the designated third party. 
b. What use or other action will be 
taken with respect to the private 
information, which is the subject 
of the complaint, until the 
complaint is satisfactorily 
resolved. 
2.6 The entity discloses any additional 
privacy practices needed to comply 
with applicable laws or regulations 
or any self-regulatory programs in 
which the entity participates. 
The company discloses additional privacy practices on its Web site. 
2.7 In the event that a disclosed on-line 
privacy policy is discontinued or 
changed to be less restrictive, the 
entity provides clear and 
conspicuous customer notification 
of the revised policy.  
Changes to the company’s on-line privacy policies are disclosed on 
its Web site for a minimum period of 3 months from the effective date 
of the change. 
2.8 The entity notifies users when they 
have left the site covered by the 
entity’s on-line privacy policies. 
The company uses pop-up windows to notify users that they are 
leaving the site covered by the company’s on-line privacy policies. 
Use of pop-up windows for this purpose is disclosed on the 
company’s Web site. 
2.9 Responsibility and accountability for 
the entity’s on-line privacy and 
related system security policies and 
changes/updates to those policies 
are communicated to entity 
personnel responsible for 
implementing them. 
Management has assigned responsibility and accountability of the 
company’s privacy policies to the Chief Privacy Officer. Responsibility 
and accountability of the company’s security policies is assigned to 
the to the chief information officer (CIO). The Chief Privacy Officer 
has custody of and is responsible for the day-to-day maintenance of 
the company’s on-line privacy policies, and recommends changes to 
the Management Committee. 
2.10 Changes that may affect on-line 
privacy and system security are 
communicated to management and 
users who will be affected. 
Changes that may impact customers and users and their on-line 
privacy or related security obligations or the company’s on-line 
privacy or related security commitments are highlighted on the 
company’s Web site. 
Planned changes to system components and the scheduling of those 
changes are reviewed as part of the monthly IT Steering Committee 
meetings. 
Changes to system components that may impact on-line privacy 
require the approval of the Chief Privacy Officer before 
implementation. 
There is periodic communication of changes including changes that 
may impact on-line privacy and system security. 
Changes that impact on-line privacy or system security are 
incorporated into the company’s on-going privacy and security 
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 Criteria Illustrative controls 
awareness programs. 
3.0 Procedures - The entity utilizes procedures to achieve the documented privacy objectives in 
accordance with defined policies and standards.  
3.1 The entity’s procedures provide that 
private information is only disclosed 
to parties essential to the 
transaction unless customers are 
clearly notified prior to providing 
such information. If the customer 
was not clearly notified when he or 
she submitted the information, 
customer permission is obtained 
before such information is released 
to third parties. 
Company procedures require that customers are given the clear and 
conspicuous option as to the sharing of the customer’s information 
with other parties not associated with the transaction and has 
controls in place to track those options within the company’s 
database. 
3.2 The entity’s procedures provide that 
private information obtained as a 
result of electronic commerce is 
used by employees only in ways 
associated with the entity’s 
business. 
Employees are required to sign a confidentiality agreement as a 
routine part of their employment. This agreement prohibits 
disclosures of information and other data to which the employee has 
access to other individuals or entities. 
Appropriate access controls are in place that limits access to 
sensitive, confidential, or private information based on job function 
and need. 
3.3 The entity has procedures to edit 
and validate private information as it 
is collected, created, or maintained. 
The company only accepts data from the customer or other reliable 
sources and uses reliable collection methods. 
Prior to completing the transaction, the customer is prompted by the 
system to check the personal data they have entered. 
Customers have the opportunity to correct any personal data entered 
prior to completing the transaction. 
3.4 The entity has procedures to obtain 
assurance or representation that 
the information protection and 
privacy policies of third parties to 
whom information is transferred, 
and upon which the entity relies, is 
in conformity with the entity’s 
disclosed privacy policies. 
The company outsources technology support or service and transfers 
data to the outsource provider. The company obtains representation 
as to the controls that are followed by the outsource provider and 
obtains a report on the effectiveness of such controls from the 
outsource provider’s independent auditor. 
3.5 Customer permission is obtained 
before downloading files to be 
stored, or to alter or copy 
information on a customer’s 
computer. 
a. If the customer has indicated 
to the entity that it does not 
want cookies, the entity has 
controls to ensure that 
cookies are not stored on the 
customer's computer. 
b. The entity requests customer 
permission to store, alter, or 
copy information (other than 
cookies) in the customer's 
computer. 
The company requests the customer's permission before it 
intentionally stores, alters, or copies information in the customer's 
computer. The company requests the customer's permission before it 
performs any diagnostic or inventory on the customer's computer. 
The consumer registration page notifies and requests permission 
from consumers to utilize cookies to expedite site registration and 
logon. Customers are prompted when files are to be downloaded as 
part of the service.  
 
Trust Services Principles and Criteria © 2002 AICPA / CICA  Version 1.0 
 
Page 52 
Online Privacy Principle and Criteria (continued) 
 Criteria Illustrative controls 
3.6 In the event that a disclosed privacy 
practice is discontinued or changed 
to be less restrictive, the entity has 
procedures to protect private 
information in accordance with the 
privacy practices in place when 
such information was collected, or 
obtains customer consent to follow 
the new privacy practice with 
respect to their private information.  
Data collected before and after each privacy policy change are 
tracked in the company’s database. 
When changes to a less restrictive policy are made, the company 
sends notification of such changes and deletions to affected 
customers and requests that the customers opt-in to the new policy. 
Customers who do not opt-in to the new policy will continue to be 
protected under the old policy. 
 Security related criteria relevant to on-line privacy. 
3.7 Procedures exist to restrict logical 
access to private information 
obtained through electronic 
commerce including, but not limited 
to, the following matters: 
a. Registration and authorization of 
new users. 
b. Identification and authentication 
of users. 
c. The process to make 
changes/updates to user 
profiles. 
d. Procedures to grant system 
access privileges/permissions. 
e. Procedures to prevent 
customers, groups of 
individuals, or other entities from 
accessing other than their own 
private or sensitive information. 
a. Registration and authorization of new users 
• Customers can self-register on the company’s Web site, 
under a secure session in which to provide new user 
information and select an appropriate user ID and password. 
Privileges and authorizations associated with self-registered 
customer accounts provide specific limited system 
functionality. 
• The ability to create or modify users and user access 
privileges (other than the limited functionality “customer 
accounts”) is limited to the security administration team. 
• The line of business supervisor authorizes access privilege 
change requests for employees and contractors. Customer 
access privileges beyond the default privileges granted 
during self-registration are approved by the Customer 
Account Manager. Proper segregation of duties is 
considered in granting privileges. 
b. Identification and authentication of users 
• Users are required to log on to the company’s network and 
application systems with their user ID and password before 
access is granted. Unique user IDs are assigned to 
individual users. Passwords must contain at least six 
characters, one of which is non-alphanumeric. Passwords 
are case sensitive and need to be updated every ninety 
days. 
 f. Procedures to limit access to 
private information to only 
authorized employees based 
upon their assigned roles and 
responsibilities. 
g. Distribution of output restricted 
to authorized users. 
h. Restriction of logical access to 
offline storage, backup data, 
systems and media. 
i. Restriction of access to system 
configurations, superuser 
functionality, master passwords, 
powerful utilities and security 
devices (e.g., firewalls). 
c. Changes/updates to user profiles 
• Changes/updates to self-registered customer accounts can 
be done by the individual user at any time on the 
company’s Web site after the user has successfully logged 
into the system. Changes are reflected immediately. 
• Unused customer accounts (no activity for 6 months) are 
purged by the system. 
• Changes to other accounts and profiles are restricted to the 
security administration team and require the approval of the 
appropriate line of business supervisor/Customer Account 
Manager. 
• Accounts for terminated employees are deactivated upon 
notice of termination being received from Human 
Resources. 
d. Granting of system access privileges/permissions 
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• All paths that allow access to significant information 
resources are controlled by the access control system and 
operating system facilities. Access requires users to provide 
their user ID and password. Privileges are granted to 
authenticated users based on their user profiles. 
• The login session is terminated after three unsuccessful 
login attempts. Terminated login sessions are logged for 
follow-up. 
e. Prevent access to information of other customers 
• Corporate customers are assigned a unique company 
identifier that is required as part of the login process. 
Logical access software is used to restrict user access 
based on the company identifier used at login. 
• Individual customers are restricted to their own information 
based on their unique userID. 
f. Restricted access to Private Information 
• Requests for privileges to access information designated as 
private requires the approval of the assigned data owner. 
g. Distribution of output  
• Access to computer processing output is provided to 
authorized individuals based on the classification of the 
information. 
• Processing outputs are stored in an area that reflects the 
classification of the information. 
h. Logical access to off-line storage, backup data, systems and 
media 
• Logical access to off-line storage, backup data, systems and 
media is limited to Computer Operations staff. 
  i. Access to system configurations, superuser functionality, master 
passwords, powerful utilities and security devices. 
• Hardware and operating system configuration tables are 
restricted to Network Operations team. 
• Application software configuration tables are restricted to 
authorized users and under the control of application 
change management software. 
• Utility programs that can read, add, change, or delete data 
or programs are restricted to authorized Technical Services 
staff. Usage is logged and monitored by the Manager, 
Computer Operations. 
• The Information Security Team, under the direction of the 
CIO maintains access to firewall and other logs, as well as 
access to any storage media. Any access is logged and 
reviewed quarterly. 
• A listing of all master passwords is stored in an encrypted 
database and an additional copy is maintained in a sealed 
envelope in the company safe. 
3.8 Procedures exist to restrict physical 
access to the components of the 
Physical access to the computer rooms, which house the company’s 
IT resources, servers and related hardware such as firewalls and 
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entity’s system(s) that contain or 
protect private information obtained 
through electronic commerce 
including, but not limited to, 
facilities, backup media and other 
system components such as 
firewalls, routers and servers. 
 
routers, is restricted to authorized individuals by card key systems 
and monitored by video surveillance.  
Physical access cards are managed by Building Security. Access 
card usage is logged. Logs are maintained and reviewed by Building 
Security.  
Requests for physical access privileges to the company’s computer 
facilities require the approval of the Manager, Computer Operations. 
Documented procedures exist for the identification and escalation of 
potential security breaches. 
Off-site backup data and media are stored at service provider 
facilities. Access to off-site data and media requires the approval of 
the Manager, Computer Operations. 
3.9 Procedures exist to protect against 
unauthorized logical access to 
electronic commerce system(s). 
 
Virtual Private Networking (VPN) software is used to permit remote 
access by authorized users. Users are authenticated by the VPN 
server through specific “client” software and user ID and passwords. 
Firewalls are used and configured to prevent unauthorized access. 
Firewall events are logged and reviewed daily by the Security 
Administrator. 
Unneeded network services (e.g., telnet, ftp and http) are deactivated 
on the company’s servers. A listing of the required and authorized 
services is maintained by the IT department. This list is reviewed by 
company management on a routine basis for its appropriateness for 
the current operating conditions.  
Intrusion detection systems are used to provide continuous 
monitoring of the company’s network and provide early identification 
of potential security breaches. 
The company contracts with third parties to conduct periodic security 
reviews and vulnerability assessments. Results and 
recommendations for improvement are reported to management. 
3.10 Procedures exist to protect against 
infection by computer viruses, 
malicious codes, and unauthorized 
software. 
In connection with other security monitoring, the Network Operations 
Team participates in user groups and subscribes to services relating 
to computer viruses. 
Anti-virus software is in place including virus scans of incoming e-
mail messages. Virus signatures are updated at least weekly. 
Any viruses discovered are reported to the security team and an alert 
is created for all users notifying them of a potential virus threat. 
3.11 A minimum of 128-bit encryption or 
other equivalent security techniques 
are used to protect transmissions of 
user authentication and other 
private information passed over the 
Internet or other public networks. 
The company uses 128-bit SSL encryption for transmission of private 
or confidential information over public networks, including user ID and 
password. Users are required to upgrade their browser to the most 
current version tested and approved for use by the Network 
Operations Team to avoid possible security problems. 
Account activity, subsequent to successful login is encrypted through 
a 128-bit SSL session. Users are logged-out on request (by selection 
the “Sign-out” button on the Web site) or after 10 minutes of inactivity. 
Transmission of private customer information to 3rd party service 
providers for processing is done over leased lines. 
3.12 Procedures exist to identify, report 
and act upon privacy and related 
security breaches and other 
incidents. 
Customers are directed to an area of the Web site with instructions to 
enable the customer to contact the incident response hot-line by 
telephoning or to post a message about security breaches or possible 
on-line privacy breaches as soon as they become concerned. These 
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customer comments are followed up within twenty-four hours for 
evaluation, and a report is issued to the customer and CPO. 
Users are provided instructions for communicating potential security 
breaches to the Information Security Team. The Information Security 
team logs incidents reported through customer hot-lines and e-mail. 
Intrusion detection and other tools are used to identify, log and report 
potential security breaches and other incidents. The system notifies 
the Network Administrator and the Information Security Team via e-
mail and pager of potential incidents in progress.  
Incident logs are monitored and evaluated by the Information Security 
Team daily. 
Documented incident identification and escalation procedures are 
approved by management. 
3.13 Procedures exist to provide that 
issues of noncompliance with on-
line privacy and related security 
policies are promptly addressed 
and that corrective measures are 
taken on a timely basis. 
 
Privacy and related security breaches or other incidents are reported 
immediately to the IT Security team and the Chief Privacy Officer. 
Corrective action, decided upon in conjunction with the Chief Privacy 
Officer, is noted and monitored by management. 
Security polices, controls and procedures are audited by the internal 
audit department as part of their on-going internal audit plan. Results 
of such examinations are reviewed by management, a response is 
prepared, and a remediation plan is put in place. 
 Criteria related to the system components used to achieve the objectives 
3.14 Design, acquisition, implementation, 
configuration, modification and 
management of infrastructure and 
software related to on-line privacy 
and security are consistent with 
defined on-line privacy and related 
security policies. 
The company has adopted a formal systems development life cycle 
(SDLC) methodology that governs the development, acquisition, 
implementation and maintenance of computerized information 
systems and related technology.  
The SDLC methodology includes a framework for classifying data, 
including customer and regulatory privacy requirements. Standard 
user profiles are established based on privacy requirements and an 
assessment of the business impact of the loss of security. Users are 
assigned standard profiles based on needs and functional 
responsibilities. 
Owners/custodians of private information collected through the 
company’s e-commerce systems classify its sensitivity and determine 
the level of protection required to maintain an appropriate level of 
privacy. 
The Network Operations Team reviews and approves the 
architecture and design specifications for new systems development 
and/or acquisition to ensure consistency with the company’s on-line 
privacy and related security policies.  
Changes to system components that may impact security require the 
approval of the Network Operations Team. 
The access control and operating system facilities have been 
installed, including the implementation of options and parameters, to 
restrict access in accordance with the company’s on-line privacy and 
related security policies. 
The company contracts with third parties to conduct periodic privacy 
and security reviews and vulnerability assessments. Results and 
recommendations for improvement are reported to management. 
Periodic assessments are conducted by Internal Audit to compare 
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 Criteria Illustrative controls 
existing on-line privacy and system security features to documented 
on-line privacy and system security policies and to regulatory 
requirements. 
3.15 Procedures exist to provide that 
personnel responsible for the 
design, development, 
implementation and operation of 
systems affecting on-line privacy 
and security are qualified to fulfill 
their responsibilities. 
 
The company has written job descriptions describing the 
responsibilities and academic and professional requirements for key 
job positions. 
Hiring procedures include a comprehensive screening of candidates 
for key positions and consideration whether the verified credentials 
are commensurate with the proposed position. New personnel are 
offered employment subject to background checks and reference 
validation. 
Candidates, including internal transfers, are approved by the Line of 
Business manager prior to offering the employment position. 
Periodic performance appraisals are performed by employee 
supervisors and include the assessment and review of professional 
development activities. 
Personnel receive training and development in privacy and system 
security concepts and issues. Attendance and execution of these 
programs is monitored by the Chief Privacy Officer. 
Procedures are in place to provide alternate personnel for key privacy 
and system security functions in case of absence or departure. 
 Maintainability related criteria relevant to on-line privacy. 
3.16 Procedures exist to maintain 
system components, including 
configurations consistent with the 
defined on-line privacy and related 
security policies. 
 
Company management receives a third-party opinion on the 
adequacy of privacy procedures and related security controls, and 
routinely evaluates the level of performance it receives (in 
accordance with its contractual service level agreement) from the 
services provider that hosts the company’s systems and Web site.  
The IT department maintains a listing of all software and the 
respective level, version and patches that have been applied. 
Requests for changes, system maintenance, and supplier 
maintenance are standardized and subject to documented change 
management procedures. Changes are categorized and prioritized, 
and procedures are in place to handle urgent matters. Change 
requestors are kept informed about the status of their requests. 
Staffing, infrastructure and software requirements are periodically 
evaluated and resources are allocated consistent with the company’s 
on-line privacy and related security policies. 
System configurations are tested annually, and evaluated against the 
company’s security policies and current service level agreements. An 
exception report is prepared and remediation plans are developed 
and tracked. 
The IT Steering Committee, which includes the Chief Privacy Officer, 
representatives from the lines of business, and customer support, 
meets monthly and reviews anticipated, planned or recommended 
changes to the company’s on-line privacy and related security 
policies including the potential impact of legislative changes. 
3.17 Procedures exist to provide that 
only authorized, tested and 
documented changes are made to 
the system.  
Senior management has implemented a division of roles and 
responsibilities that segregates incompatible functions.  
The company’s documented systems development methodology 
describes the change initiation, software development and 
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maintenance, and approval processes, as well as the standards and 
controls that are embedded in the processes. These include 
programming, documentation and testing standards. Simulated data 
is used for software development and testing. Private information is 
not used for this purpose. 
Requests for changes, system maintenance, and supplier 
maintenance are standardized and subject to documented change 
management procedures. Changes are categorized and prioritized, 
and procedures are in place to handle urgent matters. Change 
requestors are kept informed about the status of their requests. 
Changes to system infrastructure and software are developed and 
tested in a separate development/test environment prior to 
implementation into production. 
As part of the change control policies and procedures, there is a 
“promotion” process (e.g., from “test” to “staging” to “production”). 
Promotion to production requires the approval of the business owner 
who sponsored the change, and the Manager, Computer Operations. 
3.18 Procedures exist to require that 
emergency changes are 
documented and authorized 
(including after-the-fact approval). 
Requests for changes, system maintenance, and supplier 
maintenance are standardized and subject to documented change 
management procedures. Changes are categorized and prioritized, 
and procedures are in place to handle urgent matters. Change 
requestors are kept informed about the status of their requests. 
Emergency changes that require deviations from standard 
procedures are logged and reviewed by IT management daily and 
reported to the affected Line of Business manager. Permanent 
corrective measures follow the company’s change management 
process including line of business approvals. 
4.0 Monitoring: The entity monitors the system and takes action to maintain compliance with the defined 
policies regarding the protection of private information.  
4.1 The entity’s privacy and security 
performance is periodically 
reviewed and compared with the 
entity’s defined on-line privacy and 
related security policies. 
The information security team monitors the system and assesses the 
system vulnerabilities using proprietary and other tools. Potential risk 
is evaluated and compared to SLA's and other obligations of the 
company. Remediation plans are proposed and implementation is 
monitored. 
The company contracts with third parties to conduct periodic security 
reviews and vulnerability assessments. The internal audit function 
conducts privacy assessment reviews as part of its annual audit plan. 
Results and recommendations for improvement are reported to 
management. 
4.2 There is a process to identify and 
address potential impairments to 
the entity’s ongoing ability to 
achieve its objectives in accordance 
with its on-line privacy and related 
security policies. 
Logs are analyzed to identify trends that may have a potential impact 
on the company’s ability to achieve its privacy and related system 
security objectives. 
Monthly IT staff meetings are held to address privacy and related 
system security concerns and trends; findings are discussed at 
quarterly management meetings. 
4.3 Environmental and technological 
changes are monitored and their 
impact on the entity’s on-line 
privacy and security is assessed on 
a timely basis. 
The Chief Privacy Officer, in conjunction with outside legal counsel, 
monitors legislative privacy requirements and evolving industry 
privacy practices in the key markets which the company serves. 
Senior management, as part of its annual business planning process, 
considers developments in technology and the impact of applicable 
laws or regulations on the company’s on-line privacy and related 
security policies.  
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 Criteria Illustrative controls 
The company’s IT security group monitors the security impact of 
emerging technologies. 
 




Confidentiality Principle and Criteria 
The Confidentiality Principle focuses on information designated as confidential. Unlike 
personally identifiable information (i.e., private information), which is being defined by regulation 
in a number of countries worldwide, there is no widely recognized definition of confidential 
information. In the course of communicating and transacting business, partners often exchange 
information they require to be maintained on a confidential basis. In most instances, the 
respective parties wish to ensure that the information they provide is available only to those 
individuals who need access to complete the transaction or follow-up on any questions that 
arise. To enhance business partner confidence, it is important that the business partner is 
informed about the entity’s confidentiality practices. The entity needs to disclose its practices 
relating to the manner in which it provides for authorized access to and uses and shares 
information designated as confidential.  
 
Examples of the kinds of information that may be subject to confidentiality include: 
 Transaction details 
 Engineering drawings 
 Business plans 
 Banking information about businesses 
 Inventory availability 
 Bid or ask prices 
 Price lists 
 Legal documents 
 Client/customer lists 
 Revenue by client/industry 
 
Also, unlike personal private information, there are no defined rights of access to confidential 
information to ensure its accuracy and completeness. As a result, interpretations of what is 
considered to be confidential information can vary significantly from business to business and in 
most cases is driven by contractual arrangements. As a result, it is important for those engaged, 
or expecting to be engaged, in business relationships to understand and to accept what 
information is to be maintained on a confidential basis and what, if any, rights of access or other 
expectations that an entity might have to update that information to ensure its accuracy and 
completeness.  
 
Information that is provided to another party is susceptible to unauthorized access during 
transmission and while it is stored on the other party’s computer systems. For example, 
business partner profile information, transaction and settlement instructions may be intercepted 
by an unauthorized party while they are being transmitted. Controls such as encryption can be 
used to protect the confidentiality of this information during transmission, while firewalls and 
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 Information designated as confidential is protected in conformity with the entity’s confidentiality 
policies.  
1.0 Policies: The entity has defined its policies related to the protection of confidential information.  
1.1 The entity’s system confidentiality 
and related security policies are 
established and periodically 
reviewed and approved by a 
designated individual or group. 
The company’s documented systems development and acquisition 
process includes procedures to identify and document authorized 
users of the system and their confidentiality and related security 
requirements. 
User requirements are documented in service-level agreements, non-
disclosure agreements or other documents.  
The Security Officer reviews the company’s confidentiality and 
related security policies annually. Proposed changes are submitted 
as needed for the approval by the IT Standards committee, which 
includes representation from the Customer Service department. 
1.2 The entity's policies related to the 
protection of confidential 
information and security include, but 
are not limited to, the following 
matters: 
a. Identification and documentation 
of the confidentiality and related 
security requirements of 
authorized users. 
b. Allowing access, the nature of 
that access, and who authorizes 
such access. 
c. Preventing unauthorized 
access. 
d. The procedures to add new 
users, modify the access levels 
of existing users, and remove 
users who no longer need 
access. 
e. Assignment of responsibility and 
accountability for confidentiality 
and related security. 
f. Assignment of responsibility and 
accountability for system 
changes and maintenance. 
g. Testing, evaluating and 
authorizing system components 
before implementation. 
h. Addressing how complaints and 
requests relating to 
confidentiality and related 
security issues are resolved. 
The company’s documented security policies contain the elements 
set out in criterion 1.2. 
 i. The procedures to handle 
confidentiality and related 
security breaches and other 
incidents. 
j. Provision for allocation for 
training and other resources to 
support its system security 
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 Criteria Illustrative controls 
policies. 
k. Provision for the handling of 
exceptions and situations not 
specifically addressed in its 
system security policies. 
l. Provision for the identification 
of, and consistency with 
applicable laws and regulations, 
defined commitments, service 




Responsibility and accountability for 
the entity’s confidentiality and 
related security policies, and 
changes/updates to those polices 
are assigned. 
 
Management has assigned responsibilities implementation of the 
company’s confidentiality policies to the VP Human Resources. 
Responsibility for implementation of the company’s security policies 
has been assigned to the chief information officer (CIO). Others on 
the Executive Committee assist in the review, update and approval of 
the policies as outlined in the Executive Committee Handbook. 
Ownership and custody of significant information resources (for 
example, data, programs, and transactions) and responsibility for 
establishing and maintaining confidentiality of and related security 
over such resources is defined. 
2.0 Communications: The entity has communicated its policies related to the protection of confidential 
information to internal and external users.  
2.1 The entity has defined and 
communicated a description of the 
system. 
 
For its e-commerce system, the company has posted a system 
description on its Web site. For an example of a system description 
for an e-commerce system refer to Appendix 2. 
For its non e-commerce system, the company has provided a system 
description to authorized users. For an example of a system 
description for non e-commerce based system refer to Appendix 3. 
2.2 The confidentiality and related 
security obligations of users and the 
entity’s confidentiality and related 
security commitments to users are 
communicated to authorized users 
before the confidential information 
is provided. This communication 
includes, but is not limited to, the 
following matters: 
a. How information is designated 
as confidential and ceases to be 
confidential.  
b. How access to confidential 
information is authorized.  
c. How confidential information is 
used. 
d. How confidential information is 
shared. 
e. If information is provided to third 
parties, disclosures should 
include any limitations on 
reliance on the third party’s 
confidentiality practices and 
controls. Lack of such 
The company’s confidentiality and related security commitments and 
required confidentiality and security obligations of its customers and 
other external users are posted on the company’s Web site; or the 
company’s confidentiality policies and practices are outlined in its 
customer contracts, service level agreements, vendor contract terms 
and conditions, and its standard Non-Disclosure Agreement. 
Signed non-disclosure agreements are required prior to sharing 
information designated as confidential with third parties. Customer 
contracts, service level agreements and vendor contracts are 
negotiated prior to performance/receipt of service. Changes to the 
standard confidentiality provisions in these contracts require the 
approval of Executive Management. 
For its internal users (employees and contractors), the company’s 
policies relating to confidentiality and security are reviewed with new 
employees and contractors as part of their orientation and the key 
elements of the policies and their impact on the employee are 
discussed. New employees must sign a statement signifying that they 
have read, understand and will follow these policies. Each year, as 
part of their performance review, employees must reconfirm their 
understanding of and compliance with the company’s security 
policies. Confidentiality and security obligations of contractors are 
detailed in their contract. 
A security awareness program has been implemented to 
communicate the company’s confidentiality and security policies to 
employees.  
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 Criteria Illustrative controls 
disclosure indicates that the 
entity is relying on the third 
party’s confidentiality practices 
and controls that meet or 
exceed those of the entity. 
f. Confidentiality practices needed 
to comply with applicable laws 
and regulations. 
The company publishes its confidentiality and related security policies 
on its corporate Intranet. 
2.3 Responsibility and accountability for 
the entity’s confidentiality and 
related security policies and 
changes/updates to those policies 
are communicated to entity 
personnel responsible for 
implementing them. 
 
The Network Operations Team is responsible for implementing the 
company’s confidentiality and related security policies under the 
direction of the Chief Information Officer (CIO). 
The Network Operations Team has custody of and is responsible for 
the day-to-day maintenance of the company’s confidentiality and 
related security policies, and recommends changes to the CIO and 
the IT Steering Committee. 
Confidentiality and related security commitments are reviewed with 
the Customer Account Managers as part of the annual IT planning 
process. 
2.4 The process for informing the entity 
about breaches of confidentiality 
and system security and for 
submitting complaints is 
communicated to authorized users. 
 
The process for customers and external users to inform the company 
of possible confidentiality or security breaches and other incidents is 
posted on the company’s Web site and/or is provided as part of the 
new user welcome kit. 
The company’s security awareness program includes information 
concerning the identification of possible confidentiality and security 
breaches and the process for informing the Network Operations 
Team. 
Documented procedures exist for the identification and escalation of 
possible confidentiality or security breaches and other incidents. 
2.5 Changes that may affect 
confidentiality and system security 
are communicated to management 
and users who will be affected. 
 
Changes that may impact customers and users and their 
confidentiality and related security obligations or the company’s 
confidentiality and security commitments are highlighted on the 
company’s Web site. 
Changes that may impact confidentiality and system security are 
reviewed and approved by affected customers under the provisions 
of the standard services agreement before implementation of the 
proposed change. 
Planned changes to system components and the scheduling of those 
changes are reviewed as part of the monthly IT Steering Committee 
meetings. 
Changes to system components including those that may impact 
system security, require the approval of the Manager, Network 
Operations, before implementation. 
There is periodic communication of changes including changes that 
may impact confidentiality and system security. 
Changes that impact confidentiality or system security are 
incorporated into the company’s on-going security awareness 
program. 
3.0 Procedures: The entity utilizes procedures to achieve the documented confidentiality objectives in 
accordance with defined policies and standards.  
3.1 The entity’s procedures provide that 
confidential information is only 
disclosed to parties consistent with 
Employees are required to sign a confidentiality agreement as a 
routine part of their employment. This agreement prohibits any 
disclosures of information and other data to which the employee has 
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 Criteria Illustrative controls 
its defined confidentiality and 
related security policies. 
 
access to other individuals or entities. 
Logical access controls are in place that limit access to confidential 
information based on job function and need. Request for access 
privileges to confidential data require the approval of the data owner. 
Business partners are subject to non-disclosure agreements (NDA's) 
or other contractual confidentiality provisions. 
3.2 The entity has procedures to obtain 
assurance or representation that 
the confidentiality policies of third 
parties, to whom information is 
transferred and upon which the 
entity relies, are in conformity with 
the entity’s defined confidentiality 
and related security policies, and 
that the third party is in compliance 
with its policies. 
The company outsources technology support or service and transfers 
data to an outsource provider. The requirements of the service 
provider with respect to confidentiality of information provided by the 
company are included in the services contract. Legal counsel reviews 
third-party service contracts to assess conformity of the service 
provider’s confidentiality provisions with the company’s confidentiality 
policies. 
The company obtains representation as to the controls that are 
followed by the outsource provider and obtains a report on the 
effectiveness of such controls from the outsource provider’s 
independent auditor. 
3.3 In the event that a disclosed 
confidentiality practice is 
discontinued or changed to be less 
restrictive, the entity has 
procedures to protect confidential 
information in accordance with the 
confidentiality practices in place 
when such information was 
received, or has customer consent 
to follow the new confidentiality 
practice with respect to their 
confidential information.  
Changes to confidentiality provisions in business partner contracts 
are re-negotiated with the business partner. 
When changes to a less restrictive policy are made, the company 
attempts to obtain the agreement of its customers to the new policy. 
Confidential information for those customers who do not agree to the 
new policy is either removed from the system and destroyed, or is 
isolated and receives continued protection under the old policy. 
 Security related criteria relevant to confidentiality. 
3.4 Procedures exist to restrict logical 
access to confidential information 
including, but not limited to, the 
following matters: 
a. Registration and authorization of 
new users. 
b. Identification and authentication 
of all users. 
c. The process to make 
changes/updates to user 
profiles. 
d. Procedures to grant system 
access privileges/permissions. 
e. Procedures to prevent 
customers, groups of 
individuals, or other entities from 
accessing other than their own 
confidential information. 
f. Procedures to limit access to 
confidential information to only 
authorized employees based 
upon their assigned roles and 
responsibilities. 
a. Registration and authorization of new users 
• Customers can self-register on the company’s Web site, 
under a secure session in which to provide new user 
information and select an appropriate user ID and password. 
Privileges and authorizations associated with self-registered 
customer accounts provide specific limited system 
functionality. 
• The ability to create or modify users and user access 
privileges (other than the limited functionality “customer 
accounts”) is limited to the security administration team. 
• The line of business supervisor authorizes access privilege 
change requests for employees and contractors. Customer 
access privileges beyond the default privileges granted 
during self-registration are approved by the Customer 
Account Manager. Confidentiality and proper segregation of 
duties is considered in granting privileges. 
b. Identification and authentication of users 
• Users are required to log on to the company’s network and 
application systems with their user ID and password before 
access is granted. Unique user IDs are assigned to 
individual users. Passwords must contain at least six 
characters, one of which is non-alphanumeric. Passwords 
are case sensitive and need to be updated every ninety 
days
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g. Distribution of output containing 
confidential information 
restricted to authorized users. 
h. Restriction of logical access to 
offline storage, backup data, 
systems and media. 
i. Restriction of access to system 
configurations, superuser 
functionality, master passwords, 
powerful utilities and security 
devices (e.g., firewalls). 
days. 
c. Changes/updates to user profiles 
• Changes/updates to self-registered customer accounts can 
be done by the individual user at any time on the 
company’s Web site after the user has successfully logged 
into the system. Changes are reflected immediately. 
• Unused customer accounts (no activity for 6 months) are 
purged by the system. 
• Changes to other accounts and profiles is restricted to the 
security administration team and require the approval of the 
appropriate line of business supervisor/Customer Account 
Manager. 
• Accounts for terminated employees are deactivated upon 
notice of termination being received from Human 
Resources. 
d. Granting of system access privileges/permissions 
• All paths that allow access to significant information 
resources are controlled by the access control system and 
operating system facilities. Access requires users to provide 
their user ID and password. Privileges are granted to 
authenticated users based on their user profiles. 
• The login session is terminated after three unsuccessful 
login attempts. Terminated login sessions are logged for 
follow-up. 
  e. Prevent access to information of other customers 
• Corporate customers are assigned a unique company 
identifier that is required as part of the login process. 
Logical access software is used to restrict user access 
based on the company identifier used at login. 
• Individual customers are restricted to their own information 
based on their unique user ID. 
f. Limited employee access to confidential information 
• Requests for privileges to access confidential customer 
information requires the approval of the Customer Account 
Manager. 
• Simulated customer data is used for system development 
and testing purposes. Confidential customer information is 
not used for this purpose. 
g. Distribution of output  
• Access to computer processing output is provided to 
authorized individuals based on the classification of the 
information. 
• Processing outputs are stored in an area that reflects the 
classification of the information. 
h. Logical access to off-line storage, backup data, systems and 
media 
• Logical access to off-line storage, backup data, systems and 
media is limited to Computer Operations staff. 
 
Trust Services Principles and Criteria © 2002 AICPA / CICA  Version 1.0 
 
Page 65 
Confidentiality Principle and Criteria (continued) 
 Criteria Illustrative controls 
  i. Access to system configurations, superuser functionality, master 
passwords, powerful utilities and security devices. 
• Hardware and operating system configuration tables are 
restricted to Network Operations team. 
• Application software configuration tables are restricted to 
authorized users and under the control of application 
change management software. 
• Utility programs that can read, add, change, or delete data 
or programs are restricted to authorized Technical Services 
staff. Usage is logged and monitored by the Manager, 
Computer Operations. 
• The Information Security Team, under the direction of the 
CIO maintains access to firewall and other logs, as well as 
access to any storage media. Any access is logged and 
reviewed quarterly. 
• A listing of all master passwords is stored in an encrypted 
database and an additional copy is maintained in a sealed 
envelope in the company safe. 
3.5 Procedures exist to restrict physical 
access to the defined system 
including, but not limited to facilities, 
backup media and other system 
components such as firewalls, 
routers and servers. 
 
Physical access to the computer rooms, which house the company’s 
IT resources, servers and related hardware such as firewalls and 
routers, is restricted to authorized individuals by card key systems 
and monitored by video surveillance.  
Physical access cards are managed by Building Security. Access 
card usage is logged. Logs are maintained and reviewed by Building 
Security.  
Requests for physical access privileges to the company’s computer 
facilities require the approval of the Manager, Computer Operations. 
Documented procedures exist for the identification and escalation of 
potential security breaches. 
Off-site backup data and media are stored at service provider 
facilities. Access to off-site data and media requires the approval of 
the Manager, Computer Operations. 
3.6 Procedures exist to protect against 
unauthorized logical access to the 
defined system. 
 
Login sessions are terminated after three unsuccessful login 
attempts. Terminated login sessions are logged for follow-up by the 
Security Administrator. 
Virtual Private Networking (VPN) software is used to permit remote 
access by authorized users. Users are authenticated by the VPN 
server through specific “client” software and user ID and passwords. 
Firewalls are used and configured to prevent unauthorized access. 
Firewall events are logged and reviewed daily by the Security 
Administrator. 
Unneeded network services (e.g., telnet, ftp and http) are deactivated 
on the company’s servers. A listing of the required and authorized 
services is maintained by the IT department. This list is reviewed by 
company management on a routine basis for its appropriateness for 
the current operating conditions.  
Intrusion detection systems are used to provide continuous 
monitoring of the company’s network and provide early identification 
of potential security breaches. 
The company contracts with third parties to conduct periodic security 
reviews and vulnerability assessments. Results and 
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recommendations for improvement are reported to management. 
3.7 Procedures exist to protect against 
infection by computer viruses, 
malicious codes, and unauthorized 
software. 
 
In connection with other security monitoring, the Network Operations 
Team participates in user groups and subscribes to services relating 
to computer viruses. 
Anti-virus software is in place including virus scans of incoming e-
mail messages. Virus signatures are updated at least weekly. 
Any viruses discovered are reported to the security team and an alert 
is created for all users notifying them of a potential virus threat. 
3.8 A minimum of 128-bit encryption or 
other equivalent security techniques 
are used to protect transmissions of 
user authentication and other 
confidential information passed over 
the Internet or other public 
networks. 
 
The company uses 128-bit SSL encryption for transmission of private 
or confidential information over public networks, including user ID and 
password. Users are required to upgrade their browser to the most 
current version tested and approved for use by the Network 
Operations Team to avoid possible security problems. 
Account activity, subsequent to successful login is encrypted through 
a 128-bit SSL session. Users are logged-out on request (by selection 
the “Sign-out” button on the Web site) or after 10 minutes of inactivity. 
Confidential information submitted to the company over its trading 
partner extranet is encrypted using 128-bit SSL. 
Transmission of confidential customer information to 3rd party service 
providers is done over leased lines. 
3.9 Procedures exist to identify, report 
and act upon confidentiality and 
security breaches and other 
incidents. 
 
Users are provided instructions for communicating potential 
confidentiality and security breaches to the Information Security 
Team. The Information Security team logs incidents reported through 
customer hot-lines and e-mail.  
Intrusion detection and other tools are used to identify, log and report 
potential security breaches and other incidents. The system notifies 
the Network Administrator and the Information Security Team via e-
mail and pager of potential incidents in progress.  
Incident logs are monitored and evaluated by the Information Security 
Team daily. 
Documented incident identification and escalation procedures are 
approved by management. 
3.10 Procedures exist to provide that 
issues of noncompliance with 
defined confidentiality and related 
security policies are promptly 
addressed and that corrective 
measures are taken on a timely 
basis. 
 
Security and confidentiality problems are reported immediately to the 
Customer Account Manager, recorded and accumulated in a problem 
report. Corrective action, decided upon in conjunction with the 
Customer Account Manager, is noted and monitored by 
management. 
The Vice President, Customer Services is responsible for assessing 
the customer service impact of potential confidentiality breaches and 
coordinating response activities. 
On a routine basis, security polices, controls and procedures are 
audited by the internal audit department. Results of such 
examinations are reviewed by management, a response is prepared, 
and a remediation plan is put in place. 
 Criteria related to the system components used to achieve the objectives 
3.11 Design, acquisition, implementation, 
configuration, modification and 
management of infrastructure and 
software related to confidentiality 
and security are consistent with 
defined confidentiality and related 
security policies
The company has adopted a formal systems development life cycle 
(SDLC) methodology that governs the development, acquisition, 
implementation and maintenance of computerized information 
systems and related technology.  
The SDLC methodology includes a framework for classifying data, 
including customer confidentiality requirements, and the creation of 
Confidentiality Principle and Criteria (continued) 
 Criteria Illustrative controls 
security policies. 
 
standard user profiles that are established based on customer 
confidentiality requirements and an assessment of the business 
impact of the loss of security. Users are assigned standard profiles 
based on needs and functional responsibilities. 
Internal information is assigned to an owner based on its 
classification and use. Customer Account Managers are assigned as 
custodians of customer data. Owners of internal information and 
custodians of customer information and data classify its sensitivity 
and determine the level of protection required to maintain an 
appropriate level of confidentiality and security. 
The Network Operations Team reviews and approves the 
architecture and design specifications for new systems development 
and/or acquisition to ensure consistency with the company’s 
confidentiality and related security policies.  
Changes to system components that may impact security require the 
approval of the Network Operations Team. 
The access control and operating system facilities have been 
installed, including the implementation of options and parameters, to 
restrict access in accordance with the company’s confidentiality and 
related security policies. 
The company contracts with third parties to conduct periodic security 
reviews and vulnerability assessments. Results and 
recommendations for improvement are reported to management. 
3.12 Procedures exist to provide that 
personnel responsible for the 
design, development, 
implementation and operation of 
systems affecting confidentiality and 
security are qualified to fulfill their 
responsibilities. 
 
The company has written job descriptions describing the 
responsibilities and academic and professional requirements for key 
job positions. 
Hiring procedures include a comprehensive screening of candidates 
for key positions and consideration whether the verified credentials 
are commensurate with the proposed position. New personnel are 
offered employment subject to background checks and reference 
validation. 
Candidates, including internal transfers, are approved by the Line of 
Business manager prior to offering the employment position. 
Periodic performance appraisals are performed by employee 
supervisors and include the assessment and review of professional 
development activities. 
Personnel receive training and development in system security 
concepts and issues. 
Procedures are in place to provide alternate personnel for key system 
security functions in case of absence or departure. 
 Maintainability related criteria relevant to confidentiality. 
3.13 Procedures exist to maintain 
system components, including 
configurations consistent with the 
defined system confidentiality and 
related security policies. 
 
Company management receives a third-party opinion on the 
adequacy of security controls, and routinely evaluates the level of 
performance it receives (in accordance with its contractual service 
level agreement) from the services provider that hosts the company’s 
systems and Web site.  
The IT department maintains a listing of all software and the 
respective level, version and patches that have been applied. 
Requests for changes, system maintenance, and supplier 
maintenance are standardized and subject to documented change 
management procedures. Changes are categorized and prioritized, 
and procedures are in place to handle urgent matters. Change 
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requestors are kept informed about the status of their requests. 
Staffing, infrastructure and software requirements are periodically 
evaluated and resources are allocated consistent with the company’s 
confidentiality and related security policies. 
System configurations are tested annually, and evaluated against the 
company’s security policies and current service level agreements. An 
exception report is prepared and remediation plans are developed 
and tracked. 
The IT Steering Committee, which includes representatives from the 
lines of business and customer support, meets monthly and reviews 
anticipated, planned or recommended changes to the company’s 
confidentiality and related security policies including the potential 
impact of legislative changes. 
3.14 Procedures exist to provide that 
only authorized, tested, and 
documented changes are made to 
the system.  
 
Senior management has implemented a division of roles and 
responsibilities that segregates incompatible functions.  
The company’s documented systems development methodology 
describes the change initiation, software development and 
maintenance, and approval processes, as well as the standards and 
controls that are embedded in the processes. These include 
programming, documentation and testing standards. 
Requests for changes, system maintenance, and supplier 
maintenance are standardized and subject to documented change 
management procedures. Changes are categorized and prioritized, 
and procedures are in place to handle urgent matters. Change 
requestors are kept informed about the status of their requests. 
Changes to system infrastructure and software are developed and 
tested in a separate development/test environment prior to 
implementation into production. 
As part of the change control policies and procedures, there is a 
“promotion” process (e.g., from “test” to “staging” to “production”). 
Promotion to production requires the approval of the business owner 
who sponsored the change, and the Manager, Computer Operations. 
When changes are made to key systems components, there is a 
"back-out" plan developed for use in the event of major 
interruption(s).  
3.15 Procedures exist to provide that 
emergency changes are 
documented and authorized 
(including after-the-fact approval). 
 
Requests for changes, system maintenance, and supplier 
maintenance are standardized and subject to documented change 
management procedures. Changes are categorized and prioritized, 
and procedures are in place to handle urgent matters. Change 
requestors are kept informed about the status of their requests. 
Emergency changes that require deviations from standard 
procedures are logged and reviewed by IT management daily and 
reported to the affected Line of Business manager. Permanent 
corrective measures follow the company’s change management 
process including line of business approvals. 
4.0 Monitoring: The entity monitors the system and takes action to maintain compliance with 
documented confidentiality policies, objectives and standards.  
4.1 The entity’s confidentiality and 
security performance is periodically 
reviewed and compared with the 
defined confidentiality and related 
security policies. 
The information security team monitors the system and assesses the 
system’s vulnerabilities using proprietary and other tools. Potential 
risk is evaluated and compared to SLA’s and other obligations of the 
company. Remediation plans are proposed and implementation is 
monitored. 
The company contracts with third parties to conduct periodic security 
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 Criteria Illustrative controls 
 reviews and vulnerability assessments. The internal audit function 
conducts system security reviews as part of its annual audit plan. 
Results and recommendations for improvement are reported to 
management. 
4.2 There is a process to identify and 
address potential impairments to 
the entity’s ongoing ability to 
achieve its objectives in accordance 
with its confidentiality and related 
security policies. 
Logs are analyzed to identify trends that may have a potential impact 
on the company’s ability to achieve its system security objectives. 
Monthly IT staff meetings are held to address system security 
concerns and trends; findings are discussed at quarterly 
management meetings. 
4.3 Environmental and technological 
changes are monitored and their 
impact on confidentiality and 
security is assessed on a timely 
basis. 
 
Trends and emerging technologies and their potential impact to 
customer confidentiality requirements are reviewed with corporate 
customers as part of the annual performance review meeting. 
Senior management, as part of its annual IT planning process, 
considers developments in technology and the impact of applicable 
laws or regulations on the company’s confidentiality and related 
security policies.  








Appendix 1 - - Consumer Arbitration 
This Appendix applies to engagements that use an arbitration program. Should a program 
mandated by a regulatory body be in effect, that program would be followed and disclosed. This 
Appendix provides additional information about the arbitration process. It outlines the process 
that would meet the Trust Services principles and related criteria. The attachments to this 
Appendix provided additional comments relative to the various countries where Trust Services 
are offered.  
 
The Trust Services principles endorse the twelve principles noted below that form the basis of 
the arbitration process. These principles have been developed by The National Arbitration 
Forum (NAF). Although it is not mandatory for organizations, either within the United States, or 
in other countries, desiring a Trust Services product to select NAF for its third-party arbitration 
service provider, it is required that the organization selected for the third-party arbitration role 
follow the twelve principles identified below. It is suggested that the organization apply the NAF 
Code of Procedure7 as well. In considering whether a selected arbitration organization can meet 
these principles, the entity should refer to NAF’s Code of Procedure to gain a full understanding 
of the intent of the principles. 
 
Before arbitration can take place, two parties must agree to it. An agreement may take many 
forms other than a written contract. Both parties show their agreement by some reasonable, 
affirmative act. An organization’s Web site may invite acceptance by conduct, such as a check 
box or other means, and may propose limitations on the kind of conduct that constitutes 
acceptance. For example, consumers may find the following language at a Web site, which 
would constitute acceptance of an agreement: 
 
BY ACCESSING THIS WEB SITE OR ORDERING PRODCUTS DESCRIBED ON THIS 
SITE, YOU AGREE TO BE BOUND BY CERTAIN TERMS AND CONDITIONS. 
PLEASE READ THESE TERMS AND CONDITIONS CAREFULLY. 
 
The terms and conditions would elaborate arbitration, consumer recourse and other issues for 
both the consumer and Web site. 
 
 
Twelve Principles of Arbitration 
Under the model adopted for Trust Services, arbitration must be based on the rules of law, 
applied consistently. The twelve principles of the arbitration process are the following.  
 
1. FUNDAMENTALLY FAIR PROCESS – All parties in an arbitration process are 
entitled to fundamental fairness. 
2. ACCESS TO INFORMATION – Information about arbitration should be reasonably 
accessible before the parties commit to an arbitration contract. 
3. COMPETENT AND IMPARTIAL ARBITRATORS – The arbitrators should be both 
skilled and neutral. 
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Appendix 1 – Consumer Arbitration (continued) 
4. INDEPENDENT ADMINISTRATION – An arbitration should be administered by 
someone other than the arbitrator or the parties themselves.  
5. CONTRACTS FOR DISPUTE RESOLUTION – An agreement to arbitration is a 
contract and should conform to the legal principles of a contract. 
6. REASONABLE COTS – The cost of arbitration should be proportionate to the claim. 
The prevailing party will recover the cost of initiating arbitration (if in fact the initiator 
of the complaint was the prevailing party) one the decision is final. 
7. REASONABLE TIME LIMITS – A dispute should be resolved with reasonable 
promptness. 
8. RIGHT TO REPRESENTATION – All parties have the right to be represented in 
arbitration, if they wish, for examples, by an attorney or other representative. 
9. SETTLEMENT AND MEDIATION – The preferable process is for the parties 
themselves to resole the dispute. 
10. HEARINGS – Hearings should be convenient, efficient, and fair for all. 
11. REASONABLE DISCOVERY – The parties should have access to the information 
they need to make a reasonable presentation of their case to the arbitrator. 












This appendix sets out illustrations for disclosures for electronic commerce systems that are 
required in order to meet the Trust Family Principles. The disclosures that are set out separately 




Rather than addressing the components of a system (used for describing non-ecommerce 





The WebTrust seal covers the functionality set out in our ABC.com site that allows users 
to create and manage their own online store. It also covers the back-end fulfillment and 
settlement systems that integrate with ABC.com to facilitate ordering from customer sites 
created on ABC.com. MyABC.com.com – e-commerce and Web publishing made easy. 
Entrepreneurs and small business owners can use ABC.com suite of business services to 
take advantage of the convenience, reach, and speed of the online world. 
MyABC.com.com’s simple Web browser interface can be used to create your own online 
store (complete with secure ordering) within minutes. You design the site, control the 
customer experience, list the products, and fulfill orders in a secure environment. 
 
Disclosures Related to Specific Principles and Criteria 
The following tables set out illustrative disclosures for e-commerce systems. 
Security  
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Criteria Reference Illustrative Disclosures 
2.2 The security obligations of users and 
the entity’s security commitments to 
users are communicated to 
authorized users. 
While we strive to protect the information you provide through 
ABC.com, no data transmission over the Internet can be guaranteed 
to be 100% secure. As a result, while we strive to protect your 
information, we cannot ensure or warrant the security of any 
information you transmit to or receive from us through our Web site 
and online services. 
We review our security policies on a regular basis, and changes are 
made as necessary. They undergo an intense review on an annual 
basis by the Information Technology (IT) department. These defined 
security policy details access privileges, information collection needs, 
accountability, and other such matters. Documented system security 
objectives, policies, and standards are consistent with system 
security requirements defined in contractual, legal, and other service 
Appendix 2 – Illustrative Disclosures for E-Commerce (continued) 
level agreements. For example, only a select group of authorized 
individuals within ABC have access to user information. A complete 
policy with details regarding access, scripting, updates, and remote 
access are available for review by qualified personnel within the 
organization. This document is not available to the general public for 
study. 
ABC.com operates secure data networks that are password 
protected and are not available to the public. When transmitting 
information between you and ABC.com, data security is handled 
through a security protocol called Secured Sockets Layer (SSL). SSL 
is an Internet security standard using data encryption and Web server 
authentication. 
Encryption strength is measured by the length of the key used to 
encrypt the data; i.e., the longer the key, the more effective the 
encryption. Using the SSL protocol, data transmission between you 
and the ABC.com server is performed at a 128-bit level of encryption 
strength. 
2.4 The process for informing the entity 
about breaches of the system 
security and for submitting complaints 
is communicated to authorized users. 
Should you feel that there has been a breach to the security of this 
site please contact us immediately at (800) 123-1234. 
2.5 Changes that may affect system 
security are communicated to 
management and users who will be 
impacted. 
Any changes that affect the security of our Web site as it impacts you 
as a site user will be communicated to you by posting the highlight of 
the change to the Web page that summarizes our security policies 
and significant controls. 
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Availability  
Criteria Reference Illustrative Disclosures 
2.2 The availability and related security 
obligations of users and the entity’s 
availability and related security 
commitments to users are 
communicated to authorized users. 
To allow sufficient time for file maintenance and backup, the 
maximum number of hours per day that our network will be made 
available is twenty-two hours per day/seven days a week. In the 
event of a disaster or other prolonged service interruption, the entity 
has arranged for the use of alternative service sites to allow for full 
business resumption within twenty-four hours. 
Our company's defined security policy details access privileges, 
information collection needs, accountability, and other such matters. 
It is reviewed and updated at quarterly management meetings and 
undergoes an intense review on an annual basis by the Information 
Technology (IT) department. Documented system security objectives, 
policies, and standards are consistent with system security 
requirements defined in contractual, legal, and other service level 
agreements. For example, current policy prohibits shared IDs; each 
support person has his or her own unique ID to log on and maintain 
network equipment. A complete policy with details regarding access, 
scripting, updates, and remote access are available for review by 
qualified personnel. This document will not be released to the general 
public for study. 
2.4 The process for informing the entity 
about system availability issues and 
breaches of system security and for 
submitting complaints is 
communicated to authorized users. 
Management has in place a consumer hot line to allow customers to 
telephone in any comments, complaints or concerns regarding the 
security of the site and availability of the system. If you are unable to 
obtain access to this site, please contact our customer support 
personnel at (800) 123-2345. Should you believe that there has been 
a breach to the security of this site please contact us immediately at 
(800) 123-1234.  
2.5 Changes that may affect system 
availability and system security are 
communicated to management and 
users who will be impacted. 
 
Highlights of any changes that affect the security of our Web site and 
availability of the system as it impacts you as a site user will be 
communicated to you by e-mail 7 days in advance of the anticipated 
change. The highlights of the change to the Web page that 
summarizes our availability and security policies. 
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Confidentiality 
 
Criteria Reference Illustrative Disclosures 
2.2 The confidentiality and related 
security obligations of users and 
the entity’s confidentiality and 
related security commitments to 
users are communicated to 
authorized users before the 
confidential information is provided. 
This communication includes, but is 
not limited to, the following matters: 
 
a. How information is designated 
as confidential and ceases to 
be  confidential. 
b. How access to confidential 
information is authorized.  
c. How confidential information 
is used. 
d. How confidential information 
is shared. 
e. If information is provided to 
third parties, communications 
should include any limitations 
on reliance on the third party’s 
confidentiality policies. Lack 
of such communication 
indicates that the entity is 
relying on the third party’s 
confidentiality policies that 
meet or exceed those of the 
entity. 
f. Confidentiality practices 
needed to comply with 
applicable laws and 
regulations. 
 
XYZ-manufacturing.com is a high quality custom manufacturer of 
electronic components. Customers and potential customers can submit 
engineering drawings, specifications and requests for manufacturing 
price quotes through our Web site or email. 
Access to your information is limited to our employees and any third-
party sub-contractors we may elect to use in preparing our quote. We 
will not use any information you provide for any purpose other than a 
price quote and subsequent manufacturing and order fulfillment on your 
behalf. However, access may need to be provided in response to 
subpoenas, court orders, legal process or other needs to comply with 
applicable laws and regulations. 
Using our encryption software, you may designate information as 
“confidential” by checking the Confidential Treatment Box. This 
software can be downloaded from our site and will accept information in 
most formats. Such information will automatically be encrypted using 
our public key before transmission over the Internet. You may transmit 
such information to us through our Web site or by e-mail. 
Access to information designated as “confidential” will be restricted only 
to our employees with a need to know. We will not provide such 
information to third parties without your prior permission.  
When we provide information to third parties, we do not provide your 
company name. However, we make no representation regarding their 
confidential treatment of such information. 
Our confidentiality protection is for a period of two years, after which we 
will cease to provide such protection. In addition, should such 
information become public through your actions or other means, our 
confidentiality protection ceases. 
If you are not a customer at the time of submitting such information, you 
will be provided with an account number and password. You may use 
this account number and password to access the information you have 
submitted, plus any related price quote information provided by us. You 
may also set up an additional 10 sub accounts and passwords so that 
others in your organization can also access this information. 
Our services and the protection of confidential information are subject 
to third-party dispute resolution. This process is described under 
“Arbitration Process” elsewhere on our Web site. 
2.4 The process for informing the entity 
about breaches of confidentiality 
and system security and for 
submitting complaints is 
communicated to authorized users. 
If you have any questions about our organization or our policies on 
confidentiality as stated at this site, please contact CustServ@XYZ-
manufacturing.com. 
Should you feel that there has been a breach to the security of this site 
please contact us immediately at (800) 123-1234 
2.5 Changes that may affect 
confidentiality and system security 
are communicated to management 
and users who will be impacted. 
Effective January 2002, we eliminated our “secret” category of 
information. Information submitted under such secret category will 
continue to be protected in accordance with our commitments at that 
time. 
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Online Privacy 
 
Criteria Reference Illustrative Disclosures 
2.2 The on-line privacy and related 
security obligations of users and the 
entity’s on-line privacy and related 
security commitments to users are 
communicated to authorized users 
and disclosed on its Web site. 
These disclosures include, but are 
not limited to, the following matters: 
a. The specific kinds and sources 
of information being collected 
and maintained, the use of that 
information, and possible third-
party distribution of that 
information. 
If information is provided to third 
parties, disclosure includes any 
limitation on the reliance on the 
third party’s privacy practices 
and controls. Lack of such 
disclosure indicates that the 
entity is relying on the third 
party’s privacy practices and 
controls that meet or exceed 
those of the entity. Such third-
parties might include: 
 Parties who participate in 
completing the transaction 
(for example, credit card 
processors, delivery 
services, and fulfillment 
organizations) 
   Parties not related to the 
transaction (for example, 
marketing organizations to 
whom information is 
provided) 
We will need certain information — such as name, Internet address 
or screen name, billing address, type of computer, and credit card 
number — in order to provide our service to you. Your email address 
is used to send information about our company. Your credit card 
number is used for billing purposes for the products you order. We 
may also use this information, along with information such as your 
age, income level, and postal code, to keep you informed about 
additional products and services from our company, and to send 
promotional material that may be of interest to you from some of our 
partners. Your age, income level, and postal code are also used to 
tailor the content displayed to correspond to your preferences. We do 
not provide information gathered from you to any other third parties 
except as required by law. 
 b. Choices regarding how personal 
information collected from an 
individual online may be used 
and/or distributed. Individuals 
are given the opportunity to opt-
out of such use, by either not 
providing such information or 
denying its distribution to parties 
not involved with the 
transaction. 
You can choose not to receive information and promotional material 
from us and/or our partners by letting us know on the registration 
screen when you sign up for the product or service. 
If you subsequently wish to change your preference to opt-in or opt-
out, go to the xxx screen, or send an email to xxx@domain.com with 
the message opt-in or opt-out in the subscribe field. 
 c. Sensitive information needed for 
the e-commerce transaction. 
Individuals must opt-in before 
this information is gathered and 
transmitted. 
 
Before we can process your insurance application, we require that 
you click here to give us your permission to submit your medical 
history to the various insurance companies we use. This is your 
explicit permission for us to process your request. If you do not wish 
to have this information transmitted, we will be unable to process 
your application. You may call our customer service department for 
additional information or assistance. 
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 d. The consequences, if any, of an 
individual's refusal to provide 
information or of an individual’s 
decision to opt-out (or not opt-
in) of a particular use of such 
information. 
The minimum information you need to provide to complete the 
transaction is highlighted on the Web page. You will be unable to 
place an order without providing this minimum information 
 e. How personal information 
collected can be reviewed and, 
if necessary, corrected or 
removed. 
This site provides you with the ability to correct, update, or remove 
your information by emailing CustServ@ABC.COM. 
2.3 If the entity’s Web site uses cookies 
or other tracking methods (e.g., Web 
bugs and middleware), the entity 
discloses how they are used. If the 
customer refuses cookies, the 
consequences, if any, of such refusal 
are disclosed. 
 
Cookies are used to personalize Web content and suggest items of 
potential interest based on your previous buying habits. This cookie 
can only be read by us. If you do not accept this cookie, you may be 
asked to reenter your name and account number several times 
during a visit to our Web site or if you return to the site later. By 
accepting a cookie, certain information (disclose information) will be 
tracked and used for marketing purposes. Our cookies expire in thirty 
days. 
Certain advertisers on our site use tracking methods, including 
cookies, to analyze patterns and paths through this site. 
Certain advertisers on our site use tracking methods, including 
cookies, to analyze patterns and paths through this site. To opt-out of 
this practice, refer to their privacy policy at 
www.domain.com/privacy/opt-out.html. 
2.4 The process for obtaining support 
and informing the entity about 
breaches of on-line privacy and 
systems security is communicated to 
authorized users. 
 
Should you feel that there has been a breach to the security of this 
site please contact us immediately at (800) 123-1234. 
If you have any questions about our organization or our policies on 
privacy as stated at this site, please contact CustServ@ABC.COM. 
Access to your customer data file is made available to our customer 
support representatives in order to fully service your inquiries. 
After hours, our customer support inquiries are managed by our 
service provider xxx who is contractually required to comply with our 
privacy policy. 
2.5 The entity discloses its procedures for 
consumer recourse for issues 
regarding privacy that are not 
resolved by the entity. These 
complaints may relate to collection, 
use and distribution of private 
information, and the consequences 
for failure to resolve such complaints. 
This resolution process has the 
following attributes:  
a.     Management's commitment to 
use a specified third-party 
dispute resolution service or 
other process mandated by 
regulatory bodies in the event 
the customer is not satisfied 
with the entity's proposed 
resolution of such a complaint 
together with a commitment 
from such third party to handle 
such unresolved complaints.  
b.      Procedures to be followed in 
Transactions at this site, with respect to privacy, are covered by 
binding arbitration conducted through our designated arbitrator (name 
of arbitrator). They can be reached at www.name.org or by calling 
toll-free (800) 111-2222. For the details of the terms and conditions of 
arbitration, click here. 
Transactions at this site, with respect to privacy, are covered by the 
Banking (Canadian Banking) Industry Ombudsman of the Bankers 
Association who can be reached at www.bankom.org.xy or by calling 
toll-free (800) xxx-xxxx. 
For transactions at this site, with respect to privacy, should you, our 
customer, require follow up or response to your questions or 
complaints, you may contact us at www.xxx.org. If your follow up or 
your complaint is not handled to your satisfaction, then you should 
contact the electronic commerce ombudsman who handles consumer 
complaints for e-commerce in this country. He can be reached at 
www.ecommercombud.org or by calling toll-free at (800) xxx-xxxx. 
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resolving such complaints, first 
with the entity and, if necessary, 
with the designated third party. 
c.      What use or other action will be 
taken with respect to the private 
information, which is the subject 
of the complaint, until the 
complaint is satisfactorily 
resolved. 
2.6 The entity discloses any additional 
privacy practices needed to comply 
with applicable laws or regulations or 
any self-regulatory programs in which 
the entity participates. 
Federal law requires that all personal information be removed from 
the system after three years of inactivity. 
2.7 In the event that a disclosed on-line 
privacy policy is discontinued or 
changed to be less restrictive, the 
entity provides clear and conspicuous 
customer notification of the revised 
policy.  
 
During the period from May 31 to August 31, 2xxx, we collected 
customer telephone numbers. Starting September 1, we no longer 
require this information for the processing of your transaction. 
On September 30, xxxx, we were acquired by XYZ Co. Accordingly, 
we adopted the privacy policies of XYZ Co. that allow the distribution 
of collected personal information to third parties. Since our previous 
policy did not allow for the distribution of such personal information, 
we will obtain your permission prior to the distribution of such 
information collected before September 30, xxxx. 
2.8 The entity notifies users when they 
have left the site covered by the 
entity’s on-line privacy policies. 
Many of our partners have pages that look and navigate like our site. 
We will notify you via a one-time pop up window to let you know that 
you are leaving our site and our privacy policy practices. We strive to 
protect your information and suggest that you read the privacy 
policies of the site to which you are redirected BEFORE supplying 
any personal information. We will not pass any information to these 
sites in accordance with our privacy policy without your express 
consent. 
2.10 Changes that may affect on-line 
privacy and system security are 
communicated to management and 
users who will be impacted. 
Highlights of any changes that affect the security of our Web site and 
on-line privacy as it impacts you as a site user will be communicated 
to you by e-mail 7 days in advance of the anticipated change. The 
highlights of the change to the Web page that summarizes our on-line 
privacy and security policies. 
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Processing Integrity 
Criteria Reference Illustrative Disclosures 
2.1 • Time frame for completion of transactions 
(transaction means fulfillment of orders 
where goods are being sold and delivery of 
service where a service is being provided). 
• Time frame and process for informing 
customers of exceptions to normal 
processing of orders or service requests. 
• Normal method of delivery of goods or 
services, including customer options, where 
applicable. 
• Payment terms, including customer options, 
if any. 
• Electronic settlement practices and related 
charges to customers. 
• How customers may cancel recurring 
charges, if any. 























You can purchase new and used books on our site; 
used books are clearly labeled as such. 
The mortgage rate information we obtain for your 
brokerage transaction is gathered from twelve different 
lending institutions on a daily basis. A complete listing 
of these lending institutions can be obtained by clicking 
here. 
ABC’s Online RFQ Brokerage is the online clearing 
house for requests for quotes (RFQ) on custom-made 
parts. Through our unique service, OEM manufacturers 
looking for parts will be connected to contract 
manufacturers looking for work.  
RFQs published on our online brokerage undergo an 
intensive review process to ensure that contract 
manufacturers get all the information needed to 
compose a quote. ABC's trained personnel will work 
closely with OEM manufacturers new to the out-
sourcing market to ease their fears.  
Contract manufacturers participating in the RFQ bidding 
process are members of ABC's BizTrust program. New 
members are subjected to an assortment of checks 
such as credit checks and reference checks to ensure 
that they are qualified to bid on RFQs. The results from 
these checks are organized into an easy to read 
BizTrust Report accessible by all members of ABC. 
The nationwide survey, conducted by the 
compensation-research firm of Dowden & Co., presents 
data on 2002 compensation gathered from among more 
than 900 employers of information systems 
professionals, including corporations of all sizes, in 
every industry group, and from every U.S. region. The 
survey was completed July 2001 
Our policy is to ship orders within one week of receipt of 
a customer-approved order. Our experience is that over 
90 percent of our orders are shipped within forty-eight 
hours, the remainder is shipped within one week. 
We will notify you by e-mail within twenty-four hours if 
we cannot fulfill your order as specified at the time you 
placed it and will provide you the option of canceling the 
order without further obligation. You will not be billed 
until the order is shipped. 
You have the option of downloading the requested 
information now or we will send it to you on CD-ROM by 
UPS two-day or Federal Express overnight delivery. 
Credit approval is required before shipment. All goods 
will be invoiced on shipment according to either our 
normal terms of settlement (net thirty days), or where 
alternative contractual arrangements are in place, those 
arrangements shall prevail. 
We require an electronic funds transfer of fees and 
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e. where customers can obtain warranty, repair 
service, and support related to the goods and 











f. procedures for resolution of issues regarding 
processing integrity. These may relate to any 
part of a customer’s electronic commerce 
transaction, including complaints related to the 
quality of services and products, accuracy, 
completeness, and the consequences for 
failure to resolve such complaints.  
costs at the end of the transactions. For new 
customers, a deposit may be required 
To cancel your monthly service fee, send us an e-mail 
at Subscriber@ABC.COM or call us at (800) 555-1212. 
Be sure to include your account number. 
Purchases can be returned for a full refund within thirty 
days of receipt of shipment. Call our toll-free number or 
email us for a return authorization number, which 
should be written clearly on the outside of the return 
package. 
Transactions that occur at this site are in accordance 
with the laws and business practices of Alberta, 
Canada. 
Warranty and other service can be obtained at any one 
of our 249 locations worldwide that are listed on this 
Web site. A list of these locations also is provided with 
delivery of all of our products. 
Transactions at this site are covered by binding 
arbitration conducted through our designated arbitrator 
(name of arbitrator). They can be reached at 
www.name.org or by calling toll-free (800) 111-2222. 
For the details of the terms and conditions of arbitration, 
click here. 
Our process for consumer dispute resolution requires 
that you contact our customer hot-line, toll-free at (800) 
555-1234 or contact us via e-mail at 
custhelp@ourcompany.com. If your problem has not 
been resolved to your satisfaction you may contact the 
Cyber Complaint Dispute Resolution Association. They 
can be reached at (877) 123-4321 during normal 
business hours (8:00 A.M. – 5:00 P.M. central time) or 
via their Web site at www.ccomplaint.com.  
For the details of the terms and conditions of arbitration, 
click here. 
For transactions at this site, should you, our customer, 
require follow up or response to your questions or 
complaints, you may contact us at www.xxx.org. If your 
follow up or your complaint is not handled to your 
satisfaction, then you should contact the electronic 
commerce ombudsman who handles consumer 
complaints for e-commerce in this country. He can be 
reached at www.ecommercombud.org or by calling toll-
free at (800) xxx-xxxx 
2.2 The processing integrity and related security 
obligations of users and the entity’s processing 
integrity and related security commitments to users 
are communicated to authorized users. 
 
Our company's defined processing integrity policies and 
related security policies are communicated to all 
authorized users of the company. The security policy 
details access privileges, information collection needs, 
accountability, and other such matters. It is reviewed 
and updated at quarterly management meetings and 
undergoes an intense review on an annual basis by the 
Information Technology (IT) department. Documented 
system security objectives, policies, and standards are 
consistent with system security requirements defined in 
contractual, legal, and other service level agreements. 
For example, current policy prohibits shared IDs; each 
support person has his or her own unique ID to log on 
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and maintain network equipment. A complete policy 
with details regarding access, scripting, updates, and 
remote access are available for review by qualified 
personnel. This document will not be released to the 
general public for study. 
 
2.4 The process for obtaining support and informing 
the entity about system processing integrity issues, 
errors and omissions, and breaches of systems 
security and for submitting complaints is 
communicated to authorized users. 
 
For service and other information, contact one of our 
customer service representatives at (800) 555-1212 
between 7:00 A.M. and 8:00 P.M. (central standard 
time) or you can write to us as follows:  
Customer Service Department  
ABC Company 
1234 Anystreet,  
Anytown, Illinois 
60000 
or CustServ@ABC.COM  
Should you believe that there has been a breach to the 
integrity or security of this site please contact us 
immediately at (800) 123-1234. 
2.5 Changes that may affect system processing 
integrity and system security are communicated to 
management and users who will be affected. 
 
Highlights of any changes that affect the security of our 
Web site and processing integrity of the system as it 
impacts you as a site user will be communicated to you 
by e-mail 7 days in advance of the anticipated change. 
The highlights of the change to the Web page that 











Appendix 3 – Example System Description  (Non E-Commerce 
System) 
 
The purpose of a system description is to delineate the boundaries of the system covered by 
management’s assertion or the subject matter of the practitioner’s report (a pension processing 
services in this example). The system description should be an integrated part of the entity’s 
communication of policies related to the specific principles subject to the practitioner’s 
attestation. In all cases the system description should accompany the practitioner’s report. 
 
Background 
XYZ Co. Pension Services (XPS) based in Toronto, Ontario with offices across North America, 
manages and operates the Pension Administration System (PAS) on behalf of pension plan 
sponsors who are XYZ Co.’s customers. The plan members are the employees of XYZ Co.’s 
customers who are enrolled in the pension plan. XPS uses PAS for record keeping of pension 
related activities.  
 
Procedures 
The pension administration services covered by this system description include: 
 
 Pension master file maintenance; 
 Contributions; 
 Withdrawals; 
 Investment accounting; and 
 Reporting to members. 
 
These services are supported by XYZ Co.’s Information Technology Department (XITD), which 
supports PAS 24 hours per day, 7 days a week. The key support services provided by XITD 
include: 
 
 Systems development and maintenance; 
 Security administration and auditing; 
 Intrusion detection and incident response; 
 Data center operations and performance monitoring; 
 Change controls; and 
 Business recovery planning. 
 
Infrastructure  
PAS uses a three–tier architecture including proprietary client software, application servers and 
database servers. 
 
Various peripheral devices such as tape cartridge silos, disk drives, and laser and impact 
printers are also used. 
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Data 
Data, as defined for the PAS, constitute the following: 
 
 Master file data;  
 Transaction data; 
 Error/suspense logs; 
 Output reports; 
 Transmission records; and 
 System and security files. 
 
Transaction processing is initiated by the receipt of paper documents, electronic media or calls 
to XYZ’s call center. Transaction data are processed by PAS in either online or batch modes of 
processing, and are used to update master files. Output reports are available either in hard copy 
or through a report viewing facility to authorized users based on their job functions. Pension 
statement and transaction notices are mailed to plan sponsors and members.  
 
Software 
The PAS application was developed by programming staff in XITD’s Systems Development and 
Application Support area. PAS enables the processing of contributions to members’ pension 
plans and withdrawals at retirement, based on plan rules. PAS generates all the required 
reports for members, plan sponsors and tax authorities. PAS also provides a facility to record 
investments and related transactions (purchases, sales, dividends, interest and miscellaneous 
other transactions). Batch processing of transactions is performed nightly. 
 
PAS provides a facility for online data input and report requests. In addition, PAS accepts input 




XPS has a staff of approximately two hundred employees organized in the following functional 
areas: 
 
 Pension administration – includes a team of specialists for set-up of pension rules, 
maintenance of master files, processing of contributions to PAS, reporting to plan 
sponsors and members, and assistance with enquiries from plan members; 
 Financial Operations – responsible for processing of withdrawals, deposit of 
contributions and investment accounting; 
 Trust Accounting – responsible for bank reconciliation; and 
 Investment Services – responsible for processing purchases of stocks, bonds, 
certificates of deposits and other financial instruments. 
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 Help desk - Provides technical assistance to users of PAS and other infrastructure, as 
well as and plan sponsors; 
 Systems Development and Application Support - Provides application software 
development and testing for enhancements and modifications to PAS; 
 Product Support Specialists - Prepares documentation manuals and training material; 
 Quality Assurance - Monitors compliance with standards, and manages and controls the 
change migration process; 
 Information Security and Risk – Responsible for security administration, intrusion 
detection, security monitoring and business recovery planning; 
 Operational Services - Performs day-to-day operation of servers and related peripherals; 
 System Software Services - Installs and tests system software releases, monitors daily 
system performance, and resolves system software problems; 
 Technical Delivery Services - Maintains job scheduling and report distribution software, 
manages security administration, and maintains policies and procedures manuals for the 
PAS processing environment; and 
 Voice and Data Communications - Maintains the communication environment, monitors 
the network and provides assistance to users and plan sponsors in resolving 
communication problems and network planning. 
 
 




Appendix 4 – Trust Services – Illustrative Reports 
 
This appendix presents various illustrative reports for both SysTrust and WebTrust 
engagements. The first group illustrates three reports prepared in accordance with the AICPA’s 
attestation standards. The second group illustrates three reports prepared in accordance with 
the CICA’s assurance standards.  
 
Under the U.S. Statements on Standards for Attestation Engagements, the first paragraph of the 
practitioner’s report will state that the practitioner has performed an examination of 
management’s assertion about compliance with the Trust Services criteria or, alternatively, that 
the practitioner has examined the subject matter. The practitioner may opine (1) on 
management’s assertion or (2) directly on the subject matter. Both alternatives are covered in 
the illustrative reports. 
 
Both attest and direct reporting engagements are supported in Canada. The practitioner's 
communication will vary depending on whether the assurance engagement is an attest 
engagement or a direct reporting engagement. In an attest engagement, the practitioner's 
conclusion will be on a written assertion prepared by the responsible party. The assertion 
evaluates, using suitable criteria, the subject matter for which the responsible party is 
accountable. In a direct reporting engagement, the practitioner's conclusion will evaluate 
directly, using suitable criteria, the subject matter for which the responsible party is accountable. 
 
The reports presented in this appendix are for illustrative purposes and should be modified in 
accordance with the applicable professional standards as the specific engagement facts and 
circumstances warrant. 
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Prepared Under AICPA Standards 
  
Illustration One – Report for One Principle – Opining on 
Management’s Assertion 
 
Independent Practitioner’s SysTrust Report 
 
To the Management of ABC Company, Inc.: 
 
We have examined management’s assertion [hot link to management’s assertion] that ABC 
Company, Inc. (ABC Company) during the period Xxxx xx, 2002 through Yyyy yy, 2002 
maintained effective controls to provide reasonable assurance the company protected the 
____________________ (system under examination) System against unauthorized physical 
and logical access in conformity with its security policies based on the AICPA/CICA Trust 
Services Security Criteria.  This assertion is the responsibility of ABC Company’s management. 
Our responsibility is to express an opinion based on our examination. 
 
Our examination was conducted in accordance with attestation standards established by the 
American Institute of Certified Public Accountants and, accordingly, included (1) obtaining an 
understanding of ABC Company’s defined and communicated security policies and the related 
controls over security, (2) testing and evaluating the operating effectiveness of the controls, and 
(3) performing such other procedures as we considered necessary in the circumstances. We 
believe that our examination provides a reasonable basis for our opinion. 
 
In our opinion, management’s assertion that ABC Company maintained effective controls to 
provide reasonable assurance that the company protected the System against unauthorized 
physical and logical access in conformity with its security policies during the period Xxxx xx, 
2002 through Yyyy yy, 2002 is fairly stated, in all material respects, based on the AICPA/CICA 
Trust Services Security Criteria.  
OR 
In our opinion, ABC Company’s management’s assertion referred to above is fairly stated, in all 
material respects, based on the AICPA/CICA Trust Services Security Criteria. 
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Because of inherent limitations in controls, error or fraud may occur and not be detected. 
Furthermore, the projection of any conclusions, based on our findings, to future periods is 
subject to the risk that the validity of such conclusions may be altered because of (1) changes 
made to the system or controls, (2) changes in processing requirements, (3) changes required 
because of the passage of time, or (4) a deterioration in the degree of compliance with the 
policies or procedures. 
 
The SysTrust Mark on ABC Company’s Web site constitutes a symbolic representation of the 
contents of this report and it is not intended, nor should it be construed, to update this report or 
provide any additional assurance. 
 
[Name of CPA firm] 





See Notes to Illustrative Reports Prepared under AICPA Standards. 
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Illustration Two – Report on More Than One Principle – Opining 
Directly on the Subject Matter  
 
Independent Practitioner's WebTrust Report 
 
To the Management of ABC Company, Inc.: 
 
We have examined the effectiveness of ABC Company, Inc.’s (ABC Company) controls over the 
security and confidentiality of its ______________ (system under examination) System during 
the period Xxxx xx, 2002 through Yyyy yy, 2002, based on the AICPA/CICA Trust Services 
Security and Confidentiality Criteria. The effectiveness of these controls is the responsibility of 
ABC Company’s management. Our responsibility is to express an opinion based on our 
examination. 
 
Our examination was conducted in accordance with attestation standards established by the 
American Institute of Certified Public Accountants and, accordingly, included (1) obtaining an 
understanding of ABC Company’s defined and communicated security and confidentiality 
policies and the related controls over security and confidentiality, (2) testing and evaluating the 
operating effectiveness of the controls, and (3) performing such other procedures as we 
considered necessary in the circumstances. We believe that our examination provides a 
reasonable basis for our opinion 
 
In our opinion, ABC Company maintained, in all material respects, effective controls over 
security and confidentiality of the _________(system under examination) System to provide 
reasonable assurance that ABC Company protected the System against unauthorized physical 
and logical access in conformity with its security policies and protected access to information 
designated as confidential in conformity with its confidentiality policies during the period Xxxx 
xx, 2002 through Yyyy yy, 2002, based on the AICPA/CICA Trust Services Security and 
Confidentiality Criteria. 
 
Because of inherent limitations in controls, error or fraud may occur and not be detected. 
Furthermore, the projection of any conclusions, based on our findings, to future periods is 
subject to the risk that the validity of such conclusions may be altered because of (1) changes 
made to the system or controls, (2) changes in processing requirements, (3) changes required 
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because of the passage of time, or (4) a deterioration in the degree of compliance with the 
policies or procedures. 
 
The WebTrust Seal of assurance on ABC Company’s Web site constitutes a symbolic 
representation of the contents of this report and it is not intended, nor should it be construed, to 
update this report or provide any additional assurance. 
 
[Name of CPA firm] 




See Notes to Illustrative Reports Prepared under AICPA Standards. 
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Illustration Three – SysTrust Report for Systems Reliability – Opining 
Directly on the Subject Matter  
 
Independent Practitioner’s SysTrust Report on System Reliability 
 
To the Management of ABC Company, Inc.: 
 
We have examined the effectiveness of ABC Company, Inc.’s (ABC Company) controls over the 
reliability of its ______________ (system under examination) System during the period Xxxx xx, 
2002 through Yyyy yy, 2002, based on the AICPA/CICA Trust Services Criteria for systems 
reliability. The effectiveness of these controls is the responsibility of ABC Company’s 
management. Our responsibility is to express an opinion based on our examination. 
 
A reliable system is one that is capable of operating without material error, fault, or failure during 
a specified period in a specified environment. The AICPA/CICA Trust Services Availability, 
Security, and Processing Integrity Criteria are used to evaluate whether ABC Company’s 
controls over the reliability of its __________ (system under examination) System are effective.  
 
Our examination was conducted in accordance with attestation standards established by the 
American Institute of Certified Public Accountants and, accordingly, included (1) obtaining an 
understanding of ABC Company’s defined and communicated system availability, security and 
processing integrity policies and the related controls over availability, security and processing 
integrity; (2) testing and evaluating the operating effectiveness of the controls; and (3) 
performing such other procedures as we considered necessary in the circumstances. We 
believe that our examination provides a reasonable basis for our opinion 
 
In our opinion, ABC Company maintained, in all material respects, effective controls over the 
reliability of the _________(system under examination) System to provide reasonable 
assurance that: 
• the System was available for operation and use as disclosed or agreed in conformity 
with its availability policies;  
• ABC Company protected the System against unauthorized physical and logical access 
in conformity with its security policies; and  
• the System processing was complete, accurate, timely and authorized  
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during the period Xxxx xx, 2002 through Yyyy yy, 2002, based on the AICPA/CICA Trust 
Services Criteria for systems reliability. 
 
Because of inherent limitations in controls, error or fraud may occur and not be detected. 
Furthermore, the projection of any conclusions, based on our findings, to future periods is 
subject to the risk that the validity of such conclusions may be altered because of (1) changes 
made to the system or controls, (2) changes in processing requirements, (3) changes required 
because of the passage of time, or (4) a deterioration in the degree of compliance with the 
policies or procedures. 
 
The SysTrust Mark on ABC Company’s Web site constitutes a symbolic representation of the 
contents of this report and it is not intended, nor should it be construed, to update this report or 
provide any additional assurance. 
 
[Name of CPA firm] 
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Notes to Illustrative Reports Prepared Under AICPA Standards 
 
(A) When issuing a report on another Trust Services product (e.g., WebTrust), the 
practitioner modifies the title of the report accordingly. 
(B) When management’s assertion accompanies the practitioner’s report, the first 
sentence of the scope paragraph would be modified accordingly (e.g., “We have 
examined the accompanying management assertion…”). 
(C) When issuing a report on another Trust Services product (i.e., WebTrust), the 
practitioner replaces the words “SysTrust Mark” with “WebTrust Seal of assurance.” 
(D) For reports covering the Processing Integrity Principle, the practitioner should add the 
following as a final paragraph: “This report does not include any representation as to 
the quality of ABC Company’s goods [information or services] nor their suitability for 
any customer’s intended purpose.” The practitioner may also include such paragraph 
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Prepared Under CICA Standards - Period-of-Time Report Examples  
 
Illustration Four – Report for One Principle – Opining on 
Management’s Assertion 
  
Auditor’s SysTrust Report 
 
To the Management of ABC Company, Inc.: 
 
We have audited management’s assertion [hot link to management’s assertion] that ABC 
Company, Inc. (ABC Company) during the period Xxxx xx, 2002 through Yyyy yy, 2002 
maintained effective controls to provide reasonable assurance that the company protected the 
____________________ (system under examination) System against unauthorized physical 
and logical access in conformity with its security policies in accordance with the CICA/AICPA 
Trust Services Security Criteria. These controls are the responsibility of ABC Company’s 
management. Our responsibility is to express an opinion based on our audit. 
 
Our audit was conducted in accordance with standards for assurance engagements established 
by the Canadian Institute of Chartered Accountants (CICA). Those standards require that we 
plan and perform our audit to obtain reasonable assurance as a basis for our opinion. Our audit 
included (1) obtaining an understanding of ABC Company’s defined and communicated security 
policies and the related controls over security, (2) testing and evaluating the operating 
effectiveness of the controls, and (3) performing such other procedures as we considered 
necessary in the circumstances. We believe that our audit provides a reasonable basis for our 
opinion.  
 
In our opinion, management’s assertion that ABC Company maintained effective controls to 
provide reasonable assurance that the company protected the System against unauthorized 
physical and logical access in conformity with its security policies during the period Xxxx xx, 
2002 through Yyyy yy, 2002 is fairly stated, in all material respects, in accordance with the 
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In our opinion, ABC Company management’s assertion referred to above is fairly stated, in all 
material respects, in accordance with the CICA/AICPA Trust Services Security Criteria.  
 
Because of inherent limitations in controls, error or fraud may occur and not be detected. 
Furthermore, the projection of any conclusions, based on our findings, to future periods is 
subject to the risk that the validity of such conclusions may be altered because of (1) changes 
made to the system or controls, (2) changes in processing requirements, (3) changes required 
because of the passage of time, or (4) a deterioration in the degree of compliance with the 
policies or procedures. 
 
The SysTrust Mark on ABC Company’s Web site constitutes a symbolic representation of the 
contents of this report and it is not intended, nor should it be construed, to update this report or 
provide any additional assurance. 
 
 
[Name of CA firm]         [City, Province] 




See Notes to Illustrative Reports Prepared under CICA Standards. 
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Illustration Five – Report on More Than One Principle – Opining 
Directly on the Subject Matter 
 
Auditor’s WebTrust Report 
 
To the Management of ABC Company, Inc.: 
 
We have audited the effectiveness of ABC Company, Inc.’s (ABC Company) controls over the 
security and confidentiality of its ______________ (system under examination) System during 
the period Xxxx xx, 2002 through Yyyy yy, 2002, in accordance with the CICA/AICPA Trust 
Services Security and Confidentiality Criteria. The effectiveness of these controls is the 
responsibility of ABC Company’s management. Our responsibility is to express an opinion 
based on our audit. 
 
Our audit was conducted in accordance with standards for assurance engagements established 
by the Canadian Institute of Chartered Accountants (CICA). Those standards require that we 
plan and perform our audit to obtain reasonable assurance as a basis for our opinion. Our audit 
included (1) obtaining an understanding of ABC Company’s defined and communicated security 
and confidentiality policies and the related controls over security and confidentiality, (2) testing 
and evaluating the operating effectiveness of the controls, and (3) performing such other 
procedures as we considered necessary in the circumstances. We believe that our audit 
provides a reasonable basis for our opinion.  
 
In our opinion, ABC Company maintained, in all material respects, effective controls over 
security and confidentiality of the _________(system under examination) System to provide 
reasonable assurance that ABC Company protected the System against unauthorized physical 
and logical access in conformity with its security policies and protected access to information 
designated as confidential in conformity with its confidentiality policies during the period Xxxx 
xx, 2002 through Yyyy yy, 2002 in accordance with the CICA/AICPA Trust Services Security 
and Confidentiality Criteria. 
 
Because of inherent limitations in controls, error or fraud may occur and not be detected. 
Furthermore, the projection of any conclusions, based on our findings, to future periods is 
subject to the risk that the validity of such conclusions may be altered because of (1) changes 
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made to the system or controls, (2) changes in processing requirements, (3) changes required 
because of the passage of time, or (4) a deterioration in the degree of compliance with the 
policies or procedures. 
 
The WebTrust Seal of assurance on ABC Company’s Web site constitutes a symbolic 
representation of the contents of this report and it is not intended, nor should it be construed, to 
update this report or provide any additional assurance. 
 
 
[Name of CA firm]         [City, Province] 
Chartered Accountants       [Date of report] 
 
 
See Notes to Illustrative Reports Prepared under CICA Standards. 
 
 
Trust Services © 2002 AICPA / CICA  Version 1.0 
 
Page 97 
Appendix 4 - - Trust Services Illustrative Reports (continued) 
Illustration Six – SysTrust Report for Systems Reliability – Opining 
Directly on the Subject Matter  
 
Auditor’s SysTrust Report on Systems Reliability 
 
To the Management of ABC Company, Inc.: 
 
We have audited the effectiveness of ABC Company, Inc.’s (ABC Company) controls over the 
reliability of its ______________ (system under examination) System during the period Xxxx xx, 
2002 through Yyyy yy, 2002, in accordance the CICA/AICPA Trust Services Criteria for systems 
reliability. The effectiveness of these controls is the responsibility of ABC Company’s 
management. Our responsibility is to express an opinion based on our audit. 
 
A reliable system is one that is capable of operating without material error, fault, or failure during 
a specified period in a specified environment. The CICA/AICPA Trust Services Availability, 
Security, and Processing Integrity Criteria are used to evaluate whether ABC Company’s 
controls over the reliability of its __________ (system under examination)System are effective.  
 
Our audit was conducted in accordance with standards for assurance engagements established 
by the Canadian Institute of Chartered Accountants (CICA). Those standards require that we 
plan and perform our audit to obtain reasonable assurance as a basis for our opinion. Our audit 
included (1) obtaining an understanding of ABC Company’s defined and communicated system 
availability, security and processing integrity policies and the related controls over availability, 
security and integrity; (2) testing and evaluating the operating effectiveness of the controls; and 
(3) performing such other procedures as we considered necessary in the circumstances. We 
believe that our audit provides a reasonable basis for our opinion.  
  
In our opinion, ABC Company maintained, in all material respects, effective controls over the 
reliability of the _________(system under examination) System to provide reasonable 
assurance that: 
• the System was available for operation and use in conformity with its availability 
policies;  
• ABC Company protected the System against unauthorized physical and logical access 
in conformity with its security policies; and  
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• the System processing was complete, accurate, timely, and authorized  
during the period Xxxx xx, 2002 through Yyyy yy, 2002, in accordance with the CICA/AICPA 
Trust Services Criteria for systems reliability. 
 
Because of inherent limitations in controls, error or fraud may occur and not be detected. 
Furthermore, the projection of any conclusions, based on our findings, to future periods is 
subject to the risk that the validity of such conclusions may be altered because of (1) changes 
made to the system or controls, (2) changes in processing requirements, (3) changes required 
because of the passage of time, or (4) a deterioration in the degree of compliance with the 




[Name of CA firm]         [City, Province] 
Chartered Accountants       [Date of report] 
 
See Notes to Illustrative Reports Prepared under CICA Standards. 
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Notes to Illustrative Reports Prepared Under CICA Standards 
(A) When issuing a report on another Trust Services product (e.g., WebTrust), the auditor 
modifies the title of the report accordingly. 
(B) When management’s assertion accompanies the auditor’s report, the first sentence of 
the scope paragraph would be modified accordingly (e.g., “We have audited the 
accompanying management assertion…”). 
(C) When issuing a report on another Trust Services product (i.e., WebTrust), the auditor 
replaces the words “SysTrust Mark” with “WebTrust Seal of assurance.” 
(D) For reports covering the Processing Integrity Principle, the auditor should add the 
following as a final paragraph: “This report does not include any representation as to 
the quality of ABC Company’s goods [information or services] nor their suitability for 
any customer’s intended purpose.” The auditor may also include such paragraph in his 
or her report in other circumstances. 
 
 
